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1
Decision/action requested

This contribution proposes a solution to Key Issue #2 on security protection of system information for the study on 5G security enhancement against False Base station in TR 33.809 for Release 16.
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Rationale

In TR 33.809, key issue #2, security protection of system information describes that through SIB (system information block), the gNB would send the service information directly to the camping UE, including PWS warning notification messages, the ETWS messages, V2X messages, real-time application server push services, etc. In general, UE has no means of authencating a cell before security mode activation, as a result, the UE may camp on a false base station.
This proposal provides a solution to protect the broadcasted system information block from tampering and prevent UE from camping on a false base station. 
4
Detailed proposal

**** START OF CHANGES ****

6.X Solution #X: Token Passing Mechanism
6.X.1
Introduction

This solution addresses the key issue #2.
6.X.2
Solution details

This solution requires that in 5G system the gNB should have the private and public key pair in order to encrypt the token associated with SIB  and UE’s should have the corresponding public key, which allows the UE to decrypt the system information and log the measurement report.
6.X.2.1 Provisioning of Keys to the UE 

This solution assumes that in 5G system, the gNB has the private and public key pair and UE’s should have the corresponding public key. Each NG-RAN needs to have the private key and public key (Kpriv_token and Kpub_token) pre-provisioned by MNO.
6.X.2.2 Generation and verification of secure token for SIB’s

Every gNB shall generate a unique secure token for each broadcasted System Information Block (SIB). The token is appended to the system information block and encrypted using Network Key of the TAI. The token shall be generated based on the SIB’s information, timestamp, location, etc. The  token sent to the gNB shall be encrypted by the gNB using private Key and sent to the UEThis secure token will be expired once it is used i.e., cannot be re-used or replayed. On receiving SIB’s from gNB, UE should log the Measurement Report based on the SIB and send the measurement report with unique encrypted token to the gNB. The gNB shall verify the encrypted token by decrypting it and validate the token, which was generated by the gNB. See Fig 6.X.2.3-1 Procedure for token mechanism.

6.X.2.3 Procedure
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Fig 6.X.2.3-1 Procedure for token mechanism 

1. The MNO shall provision the gNB with Kpub_token and Kpriv_token associated with the Tracking Area Identity.

2. The gNB shall generate and encrypt the token using Kpub_token. The gNB shall append the encrypted token to each system information block broadcasted.

3. On receiving the system information block and the encrypted token UE shall log the measurement report based on the SIB.

4. The UE shall send the logged measurement report along with the encrypted token.

5. The gNB shall decrypt and verify the token by using the Kpub_token.  

6.X.3
Evaluation

TBD

**** End of Changes ****
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