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1
Decision/action requested

This pCR proposes a key issue for study item on security for 5GS enhanced support of Vertical and LAN Services (TR 33.819).
2
References

[1]
3GPP TS 33.501 Security architecture and procedures for 5G system 
[2]
3GPP TS 22.261 Service requirements for the 5G system

3
Rationale

According to TS 22.261 [2] Non-public networks are intended for the sole use of a private entity such as an enterprise, and they may be deployed as completely standalone networks, they may be hosted by a PLMN, or they may be offered as a slice of a PLMN. As UEs may be able to access both a non-public network and a PLMN where specifically allowed, sharing of common UE identification information among non-public and public network will lead to privacy threats. The NPN subscription identification information will pose similar privacy issues if not concealed and privacy protected similar to SUPI concealment as specified in TS 33.501 [1]. Therefore this pCR highlights the privacy related potential security requirements that need to be considered in TR 33.819. 
4
Detailed proposal

*** The following text is new***
5.x
Key Issues related to Privacy aspects of NPN and PLMN Subscribers
5.x.1
Key Issue #x: Independent Subscription Identification for NPN and PLMN Subscribers 
5.x.1.1
Key issue details

According to TS 22.261 Non-public networks are intended for the sole use of a private entity such as an enterprise, and they may be deployed as completely standalone networks, they may be hosted by a PLMN, or they may be offered as a slice of a PLMN. UEs may be able to access both a non-public network and a PLMN where specifically allowed, in which case the UE should be uniquely identified specific to the network it is subscribed. The sharing of a common UE identification information among non-public and public network will lead to privacy issues. The NPN subscription identification information will pose privacy issues if not protected similar to SUPI as specified in TS 33.501 [1].

The current 5G system provides subscription privacy to the PLMN subscribers by SUPI concealment and is expected to provide similar privacy protection for the NPN subscribers. The current SUPI concealment mechanism cannot be applied as such to NPN subscribers in a deployment where the NPN is hosted by the PLMN, as the MNC in the SUPI and SUCI will indicate only the PLMN and not the NPN. The NPN specific registration request and the UE’s NPN subscription cannot be identified by the network if the current SUPI and SUCI construction does not include the network subscription information of the subscriber.
5.x.1.2
Security threats

NPN may or may not be considered trusted by PLMN. As UEs may be capable of accessing both PLMN and NPN, if a UE is identified by the same SUPI in both PLMN and NPN, it can lead to privacy threat. 
In case a NPN is hosted by the PLMN, the UE’s PLMN specific SUPI cannot be used to identify the NPN Subscriber as the MNC of the PLMN SUPI refers to the PLMN and not the NPN. 

The NPN registration request may have routing issues if a common Routing Indicator is used for both PLMN and NPN AUSF or UDM instance selection.
5.x.1.3
Potential security requirements

UEs capable of accessing both PLMN and NPN shall have independent subscription identifiers for PLMN and NPN.

The NPN Subscription Identifier shall be privacy protected.
The 5G system shall support a mechanism to select the AUSF or UDM instance(s) specific to the NPN subscription or service.
