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1
Decision/action requested

It is requested to add a new key issue into TR 33.807
2
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3
Rationale

4
Detailed proposal

*************** Start of Change 1 ****************
5.D
Key Issue #D: Access to 5GC from non-3GPP devices over a Trusted WLAN
5.D.1
Key issue details
Solution #3 in clause 7.3 of TR 23.716 specifies the initial registration procedure of non-3GPP devices connecting to the 5GC over a trusted WLAN. Authentication of these devices is based on the EAP framework. 
The Solution #3 proposes a mechanism based on the EAP framework and use of the non EAP-AKA’ based authentication methods such as EAP-TLS and EAP-TTLS. 

The purpose of this key issue is to investigate:

a) the use of non-EAP-AKA’ methods for authenticating these non-3GPP based devices.

b) whether Annex B of TS 33.501, that has the procedure for using EAP-TLS for primary authentication, can be used for authenticating these devices.

c) what kind of identities and credentials are to be supported for these non-3GPP devices that are trying to access 5GC via TWAN.
d) Key derivation for Pairwise master key (PMK) used in establishment of a secure connection between the device and the TNAP in the trusted WLAN based on the IEEE 802.11i standard.

5.D.2
Security threats
Weak or no authentication methods of the non-3GPP devices registering to the 5GC could lead to security breaches in both TWAN and 5GC. 
Weak credential storage in TWAN could lead to security breaches.
5.D.3
Potential Security requirements
Non 3GPP devices that access the 5G core network via trusted WLAN shall be authenticated during 5GC registration.
TWAN operator shall ensure that the credentials of the non-3GPP device used during 5GC registration, are in-accessible to unauthorized personnel and cannot be tampered with.
*************** End of Change 1 ****************
