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1
Decision/action requested

This paper attempts to summarise the potential new security impact in Rel-16 for the selected solutions in SA2 TR 23.724 and add it in an Annex in TR 33.861.
2
References

[1]
3GPP TR 33.861 "Study on evolution of Cellular IoT security for the 5G System".
[2]


3GPP TR 23.724: "Study on Cellular IoT support and evolution for the 5G System".

3
Rationale

TR 23.724 [2] has recommended many solutions for normative work for 5G CIoT. 
This paper attempts to summarise the potential new security in Rel-16 required to resolve the security for the recommended solutions in TR 23.724 [2] and put the summary in an Annex in TR 33.861. 
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.861 [1]. 

**** START OF CHANGES ****
Annex A:
Recommended solutions in SA2 TR 23.724

The potential new security in Rel-16 required to resolve the security for the recommended solutions in TR 23.724 [2] are analyzed in the following table. 

The potential new security in Rel-16 required to resolve the security for the recommended solutions in TR 23.724 [2] are analyzed in the following table. 

	Key issue
	Recommended solution in TR 23.724
	Description
	New security impact in Rel-16

	#1
	Support for infrequent small data transmission
	Solution #1: user data over NAS

Solution #30: NEF based infrequent small data transfer via NAS-SM.
	Solution #1: The small data sent between the UE and the network, is transferred in the NAS protocol. 

Solution #30: The small data sent between the UE and the AF is transfered over the NEF-AF interface.
	Solution #1 in TR 23.724: 

Small data is encrypted and integrity protected in NAS layer between UE and AMF.

Solution #30 in TR 23.724:
Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE.

	#2
	Frequent small data communication
	· No conclusion yet
	-
	-

	#3
	High latency communication
	Solution #11 Extended buffering in SMF and NEF
Solution #25 HLCom buffering and event notification support for CM-IDLE
Solution #39 UE availability after DDN failure for multiple AFs
	Solution #11:  small data buffering in the SMF until the UE is reachable (wakes up)
Solution #25 Extended data buffering at the UPF for mobile terminated user plane data packets while the UE is unreachable.

Solution #39: When the UE becomes available, the CN notifies the AF that has subscribed to the event and sent the data.
	Solution #11: no new security impact identified​

Solution #25: Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE
Solution #39: no new security impact identified​

	#4
	Power Saving Functions
Track #1: 
5G NAS/5GC support of extended idle mode DRX


	Solution #22: eDRX for CM-IDLE state in 5GS
Solution #38: eDRX RRC_INACTIVE STATE in 5GS
Alternative 3

	Solution #22: The UE shall send request for extended idle mode DRX parameters to the AMF. The UE will also receive the extended DRX parameters and utilize this information for extended DRX handling.​
Solution #38: Alternative 3: The UE requests idle mode eDRX parameters from the AMF. The AMF passes the UE's Accepted idle mode eDRX parameters to the RAN. 
	Solution #22: UE needs to send new parameter in Registration Request to the AMF. It needs to be checked if these parameters can be sent in clear text or if they can be included later protected in NAS Security Mode Complete.
Solution #38: UE needs to send new indication in Registration Request to the AMF. It needs to be checked if this indication can be sent in clear text or if it can be included later protected in NAS Securty Mode Complete.


	#4
	Power Saving Functions
Track #2: 
NAS based approach addressing very long delay tolerance for MT data, i.e. sleep cycles similar in duration as supported by PSM in EPC
	Solution #8:Enhancing MICO for Mobile terminated data/signaling
Solution #9: Enhanced MICO mode with Active Time
Solution #23: MICO Mode Management for Expected Application Behaviour
	Solution #8: Only Connected time information is added to N2 Request from AMF to RAN node when AMF is sending Registration Accept or Service Accept.
Solution #9: If the UE wants to use PSM, it shall request an Active Time value during each Registration procedure.
Solution #23: The AMF allocates a periodic registration timer value for the UE in Registration Acept such that the UE performs Periodic Registration Update upon expiry of the periodic registration timer. 
	Solution #8: UE needs to send new parameter in Registration Request to the AMF. It needs to be checked if this parameter can be sent in clear text or if it can be included later protected in NAS Security Mode Complete.
Solution #9: same comment as for solution #8 above. 
Solution #23: same comment as for solution #8 above. 


	#5
	UE TX Power Saving Function
	No solution is recommended
	-

	-

	#6
	Management of Enhanced Coverage
	Solution #12: Solution for Management of Enhanced Coverage for 5GC
	Solution #12: The support for Enhanced Coverage Restriction Control via NEF enables 3rd party service providers to query status of, enhanced coverage restriction or enable/disable enhanced coverage restriction per individual UEs. ​

	Solution #12: Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE


	#7
	Overload Control for small data
	Solution #27: Reuse of EPS Overload Control Mechanisms
	Solution #27: Small Data Rate Control in 5GC, similar to APN Rate Control in EPC, is to allow operators to offer customers services such as "maximum of Y messages per day" as well as allowing the network operator to protect the UPF/NEF.​

	Solution #27: no new security impact identified​

	#8
	Support of the Reliable Data Service
	Solution #49: Support for RDS with infrequent small data transmission solutions #1, 2, 3
	Solution #49: RDS runs on top of NAS-MM. (RDS between UE and SCEF is defined in TS 24.250)​

	Solution #49: no new security impact identified​

	#9
	Support of common north-bound APIs for EPC-5GC Interworking
	Solution #13: SCEF+NEF Node
Solution #14: APISupportCapability service
	Solution #13: When a UE is capable of switching between EPC and 5GC, it shall only be associated with combined SCEF+NEF node(s) for Service Capability Exposure.

The 3GPP network topology should be hidden from the AF (corresponding to SCS/AS in EPS); thus, we should avoid a situation where the AF needs to be aware of whether the UE is served by EPC or 5GC. 
The API interface that is exposed by the SCEF+NEF interface is an N33 / Nnef interface that supports the T8 APIs.​
Solution #14: This solution assumes that the combined SCEF+NEF node provides a newly defined service called APISupportCapability. 
	Solution #13: Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE
Solution #14: Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE


	#10
	Network Parameter Configuration API via NEF
	Solution #15 External parameter provisioning in the 5GC
	Solution #15 The solution attempts to generalize the handling of external parameter provisioning in the network for the available northbound APIs.​

	Solution #15: Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE


	#11
	Monitoring
	Solution #37 Monitoring
	Solution #37: The Monitoring Events feature is intended for monitoring of specific events in 3GPP system and making such monitoring events information reported via the NEF

	Solution #37 Monitoring: Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE


	#12
	Inter-RAT mobility support to/from NB-IoT
	Solution #48 NB-IoT idle mode inter-RAT mobility reusing EPS features
	Solution #48: The radio capabilities for NB-IoT are different to those for WB-E-UTRAN and NR, therefore 2 sets of capabilities are maintained by the AMF.
	Solution #48: no new security impact identified​

	#13
	Support for Expected UE Behaviour:
	Solution #15: External parameter provisioning in the 5GC
Solution #26: Expected UE Behaviour provisioning for CIoT
	Solution #15: The solution attempts to generalize the handling of external parameter provisioning in the network for the available northbound APIs.​
Solution #26: This solution indicates which parameters, among the Communication Parameters defined in TS 23.682 [6], shall be re-used for 5GC and analysing how they can be provided to the AMF and/or the SMF.​

	Solution #15: Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE
Solution #26: no new security impact identified​

	#14
	QoS Support for NB-IoT
	Solution #52: Inter-UE QoS differentiation based on retrieval of UE Context
	Solution #52: This solution is intended to be used in combination with Data over NAS solutions (e.g., Solution 1 and Solution 30) and allows an ng-eNB to schedule resources for RRC connection establishment messages 4 and 5, by retrieving the NB-IoT UE QoS Index from the AMF before message 4 is sent.
	Solution #52: no new security impact identified​

	#15
	Core Network selection for Cellular IoT
	CN selection: 
Solution #45: Core Network Type and Node Selection for CIoT UE Using Explicit Indications
	CN selection: 
Solution #45: When camping on an E-UTRA cell connected to both EPC and 5GC, in order to support UEs with different capabilities in the same network, the eNB that supports access to 5GC, broadcasts that it can connect to 5GC. In addition, RAN broadcasts the 5G CIoT optimisations supported by the 5GS via NB-IoT/WB-E-UTRA access.
	CN selection: 
Solution #45: no new security impact identified​

	#16
	Support of Group communication and messaging
	For Group Message Delivery via unicast MT NIDD, NEF shall provide API to the AF (i.e. SCS/AS) equivalent to T8 group message delivery API, also NEF shall support unicast MT NIDD to the UE.
	
	Security protection for NEF – AF interface. Reuse security for SCEF – SCS interface in EPC/LTE.

	#17
	MSISDN-less MO SMS
	The agreed Key Issue 17 architectural baseline in TR 23.724 will be used as the basis of normative work.


	The key issue 17 in TR 23.724 addresses how the MSISDN-less MO SMS API may be implemented on the Nnef interface. TS 23.682 [6] defines a procedure for sending MSISDN-less MO SMS via the T8 interface. The procedure is used by the network to send MO SMS to the SCS/AS.


	TBD
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