3GPP TSG SA WG3 (Security) Meeting #94	S3-190199
Kochi (India), 28 January – 1 February 2019	

Source:	Huawei, HiSilicon
Title:	URLLC solution for Key Issue 1 
Document for:	Approval	
Agenda Item:	8.13
1	Decision/action requested
This contribution proposes a pCR for a solution to TR 33.825.
2	References
[1]	3GPP TS 23.725 Study on enhancement of Ultra-Reliable Low-Latency Communcation (URLLC) v0.4.0
3	Rationale
The KI#1, KI#2, KI#3 and KI#4 are proposing to address the security handling for redundant transmission. Even if redundant transmission is the means to guarantee the high-reliability communication, the added user plane paths for redundancy shall provide equal level of security as is provided to the single path.
The contribution proposes the solution addressing the Key handling for redundant data transmissions.
4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.825.
***	BEGIN CHANGES	***
[bookmark: _Toc525906463][bookmark: _GoBack]6.X	Solution <X>: Key handling for redundant data transmission via two RAN nodes and two UPFs
[bookmark: _Toc515001713][bookmark: _Toc515009890][bookmark: _Toc525906464]6.x.1	Introduction
This solution addresses Key Issue#1 by identifying how to make sure how the security for redundant transmission is provided from the cryptography point view. In this solution, it is assumed that the redundant transmissions are established by two independent paths which require two RAN nodes and two UPFs but single UE. This solution is based on the following architecture (see TR23.724[X] v0.4.0 clause 6.1):


Figure 6.x.1-1 redundant transmission architecture
This architecture is based on Dual Connectity architecture, except that there are two UPFs. 
According to the figure above, if there are two PDU sessions set up by two user plane paths which are used to transfer the redundant data, there are two options for securing the redundant PDU sessions. 
Option1 is that both PDU sessions transferring via two user paths are using the same key. The consideration for this option is that if one of the data streams is compromised, the other path which is used for transferring the same data is also exposed. In this case, it would not be useful to use different keys to protect the same data streams.
Option2 is that the cryphotographic separation is fulfilled by the UP confidentiality and integrity mechanisms of NR-DC when the UP confidentiality protection and integrity protection are activated. 
[bookmark: _Toc515001714][bookmark: _Toc515009891][bookmark: _Toc525906465]6.x.2	Solution details
6.x.2.1	Option1
When the user plane of PDU Session 2 is handled in SgNB as a SCG bearer, the SgNB addition procedure shall be performed as a basis. In this case, if needed, the MgNB computes and delivers the user plane protection keys to the SgNB via SgNB Addition request over the Xn-C interface between MgNB and SgNB. The user plane protection keys are also used by MgNB.


Figure 6.x.2-1 Option1 procedure
According to the TS33.501[X] Annex D, the output for user plane ciphering for PDU Session 1 handled by MgNB is different from the output which is executed by SgNB for user plane data of PDU Session 2, because at least the COUNT which is one of the input parameters for the ciphering algorithms is different. In addition, the chosen ciphering algorithm between UE and SgNB may also be different from the one between UE and MgNB. Having different algorithms for the two PDU sessions would mean cryptographic separation between the PDU Session 1 and PDU Session 2. Moreover, the option helps the MgNB and UE to avoid computation resource consumption of the keys specific for SgNB.
6.x.2.2	Option2
The option2 proposes to use the security mechanisms that are used for dual connectivity MCG bearer and SCG bearer scenarios. In this case, the MgNB computes and delivers the KSgNB to the SgNB if a new key is needed via SgNB Addition request over the Xn-C interface between MgNB and SgNB. 


Figure 6.x.2-2 Option2 procedure
Since the SgNB derives the user plane protections based on the KSgNB by itself, the keys which are used to protect the PDU Session 1 and PDU Session2 are different from the input parameters point of view. Therefore, the outputs of ciphering and integrity protection for the PDU Session1 data and PDU Session2 are independent.
[bookmark: _Toc515001715][bookmark: _Toc515009892][bookmark: _Toc525906466]6.x.3	Evaluation
Editor’s note: The evaluation of the solution is FFS.
***	END OF CHANGES	***
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