3GPP TSG SA WG3 (Security) Meeting #94
S3-190194
Kochi (India), 28 January – 1 February 2019


Source:
Huawei, HiSilicon
Title:
Clarification CIoT security asspumtions 
Document for:
Approval

Agenda Item:
8.6
1
Decision/action requested

This contribution proposes to add the clarification of the architectural assumptions to TR 33.861.
2
References

[1]
3GPP TS 33.861 Study on evolution of Cellular IoT security for the 5G System v0.3.0
[2]            3GPP TR 23.724 Study on Cellular IoT support and evolution for the 5G System v0.4.0
3
Rationale

It’s proposed to add the CIoT architecture assumptions in the high-level paragraph since the security aspects shall be considered based on the architectural assumptions. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.861.

***
BEGIN CHANGES
***

4   Security aspects of the CIoT features in the 5G System

Editor’s Note: This clause contains a high-level overview of the CIoT features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.

4.X Security assupmtions and principles

The present document is about the security aspects based on the CIoT architectural assumptions and principles referring to TR23.724 [X] where E-UTRAN (i.e. both WB-E-UTRA and NB-IoT) is connected to 5GC via N2/N3. 

Security provided for UEs used for CIoT in 5GS system should be as strong as in EPS.
***
END OF CHANGES
***

