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1
Decision/action requested

It proposes a new solution for UE protecting the response when AUTN verification fails in TR 33.846.
2
References

3
Detailed proposal

Correct sub-clause number when implemented in TR 33.846
***
BEGIN CHANGES
***

6.Y
Solution #Y: Protecting the response when AUTN verification fails

6.Y.1
Introduction

This key issue addresses the key issue #X: Linkability when AUTN verification fails.

In order to protect the response, the response should be encrypted, especially the failure cause and the optional AUTS. Considering that even the length of the response can be used to guess the failure cause (MAC failure only includes cause value, while SYNC failure includes AUTS additionally), the two kinds of failure responses should have same length.

6.Y.2
Solution details

The solution for protecting the response when AUTN verification fails is as following:

-
For MAC failure, the UE shall generate a random string, i.e. pseudo AUTS, that has the same length as the AUTN, and include the pseudo AUTS in the response.

-
If the UE has NAS security context, the UE shall use the Knas-enc to encrypt the cause value as well as the AUTS or pseudo AUTS.

-
If the UE does not have NAS security context, the UE shall not distinguish MAC failure or Sync failure by the cause value in the response.

-
If the AMF has the NAS security context of the UE, the AMF shall use the Knas-enc to decrypt the cause value in the received response. If the cause value indicates SYNC failure, the AMF shall additionally decrypt the AUTS.

-
If the AMF does not have the NAS security context of the UE, the AMF shall forward the AUTS or pseudo AUTS to the UDM. If the UDM receives a pseudo AUTS (verification fails), it shall indicate the AMF about MAC failure.

6.Y.3
Evaluation

TBD.
***
END OF CHANGES
***
