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Decision/action requested

This discussion provides background information for a new SID proposal on eV2X security. It is mainly for information and reference, but can be discussed with the new SID proposal.
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Rationale

The present document provides eV2X related agreements from other working groups, which might have impact on security, for information and discussion of new SA3 study on eV2X security.

Service requirements by SA1, TS 22.186 [1]
Stage 1 specification introduces four major scenarios, which includes Vehicle Platooning, Advanced Driving, Extended Sensors, and Remote Driving. For these scenarios, requirements are specified on top of general requirements, where security support was addressed in a few occasions, for example, for group communication ([R.5.1-006]), for message transfer between a UE and network ([R.5.1-019]), and between a UE and a V2X application server ([R.5.1-023]).
Observation 1: eV2X stage 1 service requirements include specific security aspects.
System architecture by SA2, TR 23.786 [2]
Stage 2 system architecture study has 15 key issues - KI #1 Support of eV2X Communication, KI #2 3GPP PC5 RAT selection for a V2X application, KI #3 QoS Support for eV2X over Uu interface, KI #4 Support of PC5 QoS framework enhancement for eV2X, KI #5 Service Authorization and Provisioning to UE for eV2X communications over PC5 reference point, KI #6 Service Authorization to NG-RAN for eV2X communications over PC5 reference point, KI #7 Network Slicing for eV2X Services, KI #8 Support of edge computing, KI #9 Support of unicast/multicast for sensor sharing over PC5, KI #10 eV2X message transmission and reception, KI #11 Service Authorization and Provisioning to UE over NG-Uu reference point, KI #12 System migration and interworking for eV2X, KI #13 Support NR based PC5 communication when UE connects to EPC, KI #14 Support of broadcast over NG-Uu, and KI #15 Enhancements to assist Application Adjustment.
No architecture enhancement of EPS for eV2X is identified (see sub-clause 7.1 “Conclusions for EPS” [2]), and for the 5G architectural reference model, Alternative #1 in Annex A.1 [2] is taken as the baseline for normative work (see sub-clause 7.2 “Conclusions for 5G System”), which is depicted in Figure 3.1 in the present document (copied from Figure A.1.1.3-1 in TR 23.786 v1.0.0 [2]). Since the previous SA3 work on V2X [3] considered EPS architecture, the changed interfaces relevant with V2X communication needs security review. For example, V3 interface between UE and V2X Control Function does not exist anymore, so the related procedure may need security consideration. 
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Figure 3.1: Non-roaming 5G System architecture for PC5 and Uu based V2X communication
For KI #1, “Support of eV2X Group Communication”, it was concluded that “the group management is carried out in Application Layer, and therefore, the Group Identifier is determined by Application Layer and passed down to the V2X layer” (sub-clause 7.2, TR 23. 786 [2]). Although group management is out of 3GPP scope, handling of Group Identifiers might need security review, for example, if and how to preserve privacy of V2X UEs in a group. In LTE V2X, Layer 2 ID was generated randomly and refreshed with synchronization over the layers.
For KI #9, “Support of unicast/multicast for sensor sharing over PC5”, PC5 signalling in V2X layer is expected to manage connection between V2X UEs, according to the conclusion of the study. RAN2 is supposed to decide if and how RRC signalling will be implemented under PC5 signalling. Depending on the decision, SA3 needs to consider its protection, but even before the final decision, it can be discussed whether protection is needed or not on 3GPP layer. In LTE V2X, road safety purpose broadcast was not protected in 3GPP layer.
Observation 2: eV2X stage 2 architecture enhancements study has agreements which may have security impacts.
Application layer support for V2X services by SA6, TR 23.795 [4] and TS 23.286 [5]
SA6 study and work has comments about SA3 in a few occasions of NOTE/Editor’s note: sub-clause 6.3.15 “Key management client”, 6.3.16 “Key management server” [5], and sub-clause 5.19 “Key issue 19 – Resolving security issues for ETSI ITS distribution” [4]. It is not clear yet whether these are within the scope of SA3 work; if these enabler or management functional entities between V2X layer and V2X application needs to be covered by SA3, and if not, at least some of security capabilities/features needs to be exposed by APIs or some of V2X related capability exposure APIs need to be secured.
Observation 3: V2X application layer support needs clarification, whether it is within the scope of SA3 work.
4
Detailed proposal

eV2X or V2X related work status of other WGs are summarized as background information. It is proposed to take into consideration of this information while discussing the new study item proposal on eV2X security.
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