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1. Overall Description:

As part of the study item on Radio Capabilities Signalling Optimisations (FS_RACS; TR 23.743) SA2 considers the use of a short identifier referred to as the "UE Capability ID" that the UE indicates to the network when establishing a connection with the network and that reflects the actual UE Radio Access Capabilities (the size of which is assumed to be much larger e.g. in some cases even larger than 65 536 octets).
SA2 is considering the following formats for the UE Capability ID:
-
Manufacturer-specific: The UE Capability ID is assigned by the UE manufacturer and is accompanied with the UE manufacturer information (e.g. TAC field in the PEI). In this case, the UE Capability ID uniquely identifies a set of UE Radio Capabilities for this manufacturer, and together with this UE manufacturer information uniquely identify this set of UE Radio Capabilities in any PLMN. In this case all UEs from the same manufacturer having in common the same set of UE Radio Capabilities indicate the same UE Capability ID value to the network.
-
PLMN-specific: The UE Capability ID is assigned by the serving core network. In this case, the UE Capability ID is applicable to the serving PLMN and uniquely identifies a set of UE Radio Capabilities in this PLMN. A given UE Capability ID value can be shared by multiple UEs having in common the same set of UE Radio Capabilities, however, the logic for assigning the UE Capability ID is not subject to specification.
-
Hash-based: The UE and RAN use a hash value of the actual UE Radio Capabilities that is indicated to the network in addition to the UE manufacturer information (e.g. TAC field in the PEI). In this case all UEs from the same manufacturer having in common the same set of UE Radio Capabilities indicate the same hash value to the network.
SA2 has discussed whether UE should indicate the UE Capability ID to the network at NAS level or RRC level, but have not reached a conclusion. SA2 is aware that RAN2 are discussing the same topic, but have not reached a conclusion either.

Some companies in SA2 were of the opinion that sending the UE Capability ID as part of early RRC messages (i.e. before AS security is installed in RAN) may pose security issues.
SA2 respectfully asks SA3 to provide feedback on whether there are security issues with sending the UE Capability ID as cleartext for each of the UE Capability ID formats listed above.
2. Actions:

To SA3:

ACTION: 
SA2 respectfully asks SA3 to provide feedback on whether there are security issues with sending the UE Capability ID as cleartext for each of the UE Capability ID formats listed above.
Observation: It is possible to represent the UE capability ID using any of the 3 above mentioned methods. But the UE capability ID should be send encrypted so as not to reveal the device type, manufacturer etc which considered sensitive information. 
The UE capability information could be used for tracking the UE and to anticipate actions or handover the UE may initiate. 

Currently the PEI of the UE is sent only after the NAS and AS securities are established, hence UE capability ID should be sent only after the NAS and AS security establishment or in some encrypted form. 
Other methods to deduce the UE capability in the network or signaled without security should be discouraged since they can create more attack scenarios.
