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1. Overall Description:

3GPP SA3 thanks GSMA 5GJA for their LS on User Plane Security for 5GC Roaming.
SA3 has started to study the described requirements and would like to raise a few questions for clarification regarding the following statement:
"5GJA expects that a solution is flexible enough to allow different levels of protection, ranging from no protection at all, to providing only integrity protection, and to providing integrity protection and confidentiality."

Question 1: In order to better understand the requirements, could GSMA 5GJA elaborate on any particular planned use cases for N9 traffic which require flexibility? Indicating the importance, granularity, and dynamicity of such policies will allow SA3 to consider cost vs. functionality trade-offs.
Question 2: What is the granularity 5GJA envisages for the protection of User Plane traffic on the N9 interface? If all that is required is 1) no protection at all, 2) only integrity protection, or 3) integrity protection and confidentiality on transport layer, SA3 believes that the support of NDS/IP with different cryptographic profiles as described in TS 33.210 is sufficient to fulfil the requirements.
Question 3: Is there a need to dynamically infer the protection requirements based on the kind of User Plane traffic transported on N9, e.g. based on the slice identifier or certain information elements on the User Plane?

Should the specified mechanisms in TS 33.210 not fulfil the requirements, SA3 kindly asks GSMA 5GJA to elaborate on what further flexibility is required.
2. Actions:

To GSMA 5GJA group.

ACTION: 
SA3 kindly asks GSMA 5GJA to assess the questions above and to provide 3GPP SA3 with guidance for their further specification work.
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