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Decision/action requested

Approve a new solution on efficient key derivation for end-to-end security.
2
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3
Rationale

This solution proposes procedures, signalling, and a key hierarchy for an efficient key derivation for end-to-end security. The solution intends to build as much as possible on the standard primary authentication and key agreement procedures described in 3GPP TS 33.501 [1] and adds components and ideas described in 3GPP TS 33.163 [2].
4
Detailed proposal

*** Beginning of Change 1***
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*** Beginning of Change 2***

6.Y
Solution #Y: Efficient key derivation for end-to-end security
6.Y.1
Introduction
This solution addresses Key Issues #1, #3, #4. For key derivation for end-to-end security a solution is given that adds only a minimal amount of extra communication between the UE and the 3GPP network. The solution is based on the standard primary authentication and key agreement between UE and the 3GPP network as described in 3GPP TS 33.501 [xx]. In addition it uses an enterprise key KEnterprise that is pre-shared between UE and and Enterprise Application Server (EAS) in order to derive an end-to-end encryption key KE2Eenc and an end-to-end integrity key KE2Eint. These two end-to-end keys may be used to protect the communication between the UE and the EAS. This is similar to the use of such keys as described in 3GPP TS 33.163 [3].
6.Y.2
Solution details

6.Y.2.1
Architecture

It is assumed that there is an AKMA Anchor Function capable of handling the Primary authentication and key agreement procedures similar to the SEAF according to 3GPP TS 33.501 [xx] with extensions needed for handling AKMA functionality. The AKMA Anchor Function also will be able to communicate with the AKMA Enterprise Application Server (EAS).
6.Y.2.2
Procedures

6.Y.2.2.1 Information flow
The information flow describing the solution is split in two diagrams Figure 6.Y.2.2.1-1 and Figure 6.Y.2.2.1-2. The first part provides the primary authentication and key agreement procedure. The second part describes additions needed to complete the AKMA functionality (e.g. the calculation of the end-to-end encryption and integrity keys).
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Figure 6.Y.2.2.1-1: key deriviation for end-to-end security, part 1
The primary authentication and key agreement procedure (for 5G AKA) works as follows, cf. also Figure 6.Y.2.2.1-1:
Editor’s note: how key deriviation for end-to-end security works for EAP-AKA’ is FFS.
1. The UE sends a request towards the Anchor Function. This request may be one of the standard N1 messages between UE and SEAF that are the trigger for the subsequent authentication and key agreement procedure as described in 3GPP TS 33.501 [xx], clause 6.1.2. The request may optionally contain an enterprise id.
Editor’s note: how the user identity and other privacy sensitive information is protected is FFS.
2. 
The Anchor Function shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF, in which the user identity and Anchor Function identifier shall be included.

3.
The AUSF shall send a Nudm_UEAuthentication_Get Request to the UDM.

4.
The UDM/ARPF shall create a 5G HE AV from RAND, AUTN, XRES*, and KAUSF. The UDM shall then return the 5G HE AV to the AUSF.
5.
The AUSF shall store the XRES* temporarily. The AUSF shall compute the HXRES* from XRES* and KAnchor Function from KAUSF. The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by replacing the XRES* with the HXRES* and KAUSF with KAnchor Function in the 5G HE AV.

6.
The AUSF shall return the 5G SE AV (RAND, AUTN, HXRES*) to the Anchor Function. 

7.
The Anchor Function shall send RAND, AUTN to the UE.

8.
At receipt of the RAND and AUTN, the USIM shall verify AUTN and compute a response RES. The ME then shall compute RES* from RES. The ME shall calculate KAUSF from CK||IK and KAnchor Function from KAUSF. The ME shall also calculate the KEAS from the KAnchor Function.
9.
The UE shall return RES* to the Anchor Function.

10.
The Anchor Function shall then compute HRES* from RES*, and the Anchor Function shall compare HRES* and HXRES*. If they coincide, the Anchor Function shall consider the authentication successful from the Anchor Function point of view.

11.
The Anchor Function shall send RES* as received from the UE to the AUSF.

12.
When the AUSF receives the RES*, it shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the authentication as successful. 

13.
The AUSF shall indicate to the Anchor Function whether the authentication was successful or not from the home network point of view. If the authentication was successful, the KAnchor Function shall be sent to the Anchor Function in the Nausf_UEAuthentication_Authenticate Response.

14.
The Anchor Function generates key material KEAS from KAnchor Function according to the key hierarchy described in clause 6.Y.2.2.2.
NOTE: the primary authentication and key agreement procedure above is similar to the primary authentication and key agreement procedure described in 3GPP TS 33.501 [xx], with the following differences:
· The Anchor Function takes the role of the SEAF.

· The UE may optionally include a enterprise id in the initial request (in 1.). The enterprise id may be used to select the appropriate Enterprise Application Server (see below).
· The UE shall derives a KEAS from the previously derived KAnchor Function (in 8.).
· The Anchor Function derives a KEAS from the previously received KAnchor Function (in 14.).
Editor’s note: the relationship between the Anchor Function and the SEAF is FFS.
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Figure 6.Y.2.2.1-2: key deriviation for end-to-end security, part 2

The second part of the procedure for key deriviation for end-to-end security works as follows cf. also Figure 6.Y.2.2.1-2:
14.
The Anchor Function generates key material KEAS from KAnchor Function according to the key hierarchy described in clause 6.Y.2.2.2.

15. The Anchor Function sends an EAS Session Request message to the Enterprise Application Server (EAS). It includes the KEAS.
16. The EAS calculates KE2Eenc and KE2Eint keys from the received KEAS and a pre-shared KEnterprise according to the key hierarchy described in clause 6.Y.2.2.2.
17. The EAS sends an EAS Session Start message to the Anchor Function.

18. The Anchor Function sends a Response to the UE. This response may be one of the standard N1 messages occurring after authentication and key agreement.

19. The UE calculates KE2Eenc and KE2Eint keys from the previously derived KEAS and a pre-shared KEnterprise according to the key hierarchy described in clause 6.Y.2.2.2.

6.Y.2.2.2 Key hierarchy
The key hierarchy explaining the dependency of the various keyss is depicted in diagram Figure 6.Y.2.2.2-1.
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Figure 6.Y.2.2.2-1: key hierarchy for battery efficient AKMA

The above key hierarchy is similar to the one described in 3GPP TS 33.163 [3].

Editor’s note: the exact derivation of the keys KAnchor Function, KEAS, KE2Eenc, and KE2Eint is FFS.
Editor’s note: what are the benefits of this solution when compared to other solutions is FFS.
6.Y.3
Evaluation

Editor’s note: the evaluation of this solution is FFS.
*** End of Change 2***
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