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Decision/action requested

It is proposed to add a key issue to TR33.853 [3] concerning operation 1) during normal handover between eNB’s and 2) when redundant transmission in the user plane is used to support Ultra Reliable Low Latency Communication   URLLC
And add the following potential requirements.

1
The UE may report to the network when integrity verification check failures are detected.

2.
Any integrity verification check failures reported to the network, shall be authenticated and integrity protected.  

3.
Information may be combined with other protocol information so that detection and response are only trigged by deliberate attempts by an attacker to modify, replay, add or delete information in the user plane. 

4.
Information may be combined with  location  information from other integrity verification check faliures so that detection and response are only trigged by deliberate attempts by an attacker to modify, add or delete information in the user plane, and not a result of a common failure in that area.   
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References

[1]
Issue #1: Security for redundant transmission in 3GPP TR 33.825 V0.3.0 (2019-01) Study on the Security for 5G URLLC (Release 16) S3-190544.zip
[2]
Reply LS to S3-181619 (R2-1806490) on reporting Integrity check failure for DRB to network from RAN WG2 S3-181998.zip
 [3]
3GPP TR 33.853 V0.1.0 (2019-01) Technical report on key issues and potential solutions for Integrity protection of the User Plane; (Release 16) S3-190550.zip
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Rationale

In addition to a deliberate attempt by an attacker to modify, replay, add or delete information in the user plane, there may be cases where the integrity protection fails for genuine action at another protocol layer. 

Two potential situations where this may happen are identified below, but there may be others.
1
During normal handover between eNB’s  

While with “make before break” and dual connectivity features, packet loss for the control plane can be kept to a minimum and the protocols defined by 3GPP are aware of any necessary re-transmission,  the user plane can be more problematic as:- 

· The volume of packets transferred is much greater leading to greater chance of loss during what are much longer sessions than for control plane.

· The user application layer will, by definition, have more recovery/ re-transmission protocols. The lower layer 3GPP protocols may not have any visibility of these.      

2
When redundant transmission in the user plane is used to support Ultra Reliable Low Latency Communication   URLLC [1]                 

In this situation, there will be, by definition, duplication of information which could cause an integrity check to fail. However, the 3GPP control plane protocols will be aware of when this is likely to occur and the location and timing of the integrity checks can be optimised to minimise false alarms.

In both situations, there may be a security requirement for the UE to report integrity protection verification failures back to the network. This information can be combined with other protocol information, so that detection and response are only trigged by deliberate attempts by an attacker to modify, replay, add or delete information in the user plane.   

However, in S3-181998 [2] SA3 responded to the RAN2 Question “Whether SA3 has a requirement for the UE reporting to the network when DRB integrity verification check failures are detected?” with the response: “In Rel-15, “SA3 has no security requirement for the UE to report DRB IP verification failures. SA3 will study this issue to determine whether such reporting is useful” The following points were made during the discussion at SA3#91bis in May 2018 

· Qualcomm had a preference for this solution rather than the one in S3-181861 Nokia and Intel as well. 

· Ericsson commented that the Samsung proposal in S3-181861 was a useful feature. Huawei and Interdigital agreed with Samsung.

· Qualcomm: when having the CRC failure the UE will recover in the next transmission. If there is a man in the middle there is no guarantee that the report will reach the network. KPN agreed that this was a rare case, there was no added value in this reporting.

· BT supported Samsung: it should be reported back. Docomo added that this report had to be integrity protected, it didn't seem to be a useful feature.

· This discussion was taken offline”
It is proposed to add a key issue to TR33.853 [3] based on the above situations with the following potential requirements.
1
The UE may report to the network when integrity verification check failures are detected.

2.
Any integrity verification check failures reported to the network, shall be authenticated and integrity protected.  

3.
Information may be combined with other protocol information so that detection and response are only trigged by deliberate attempts by an attacker to modify, replay, add or delete information in the user plane. 

4.
Information may be combined with  location  information from other integrity verification check faliures so that detection and response are only trigged by deliberate attempts by an attacker to modify, add or delete information in the user plane, and not a result of a common failure in that area.   
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Detailed proposal

5.x
Key Issue x: Reporting Integrity check failures to the network
5.x.1
Issue description

In addition to a deliberate attempt by an attacker to modify, replay, add or delete information in the user plane, there may be cases where the integrity protection fails for genuine action at another protocol layer. 

Two potential situations where this may happen are identified below, but there may be others.

1
During normal handover between eNB’s  

While with “make before break” and dual connectivity features, packet loss for the control plane can be kept to a minimum and the protocols defined by 3GPP are aware of any necessary re-transmission,  the user plane can be more problematic as:- 

· The volume of packets transferred is much greater leading to greater chance of loss during what are much longer sessions than for control plane.

· The user application layer will, by definition, have more recovery/ re-transmission protocols. The lower layer 3GPP protocols may not have any visibility of these.      

2
When redundant transmission in the user plane is used to support Ultra Reliable Low Latency Communication   URLLC [1]                 

In this situation, there will be, by definition, duplication of information which could cause an integrity check to fail. However, the 3GPP control plane protocols will be aware of when this is likely to occur and the location and timing of the integrity checks can be optimised to minimise false alarms.

In both situations, there may be a security requirement for the UE to report integrity protection verification failures back to the network. This information can be combined with other protocol information, so that detection and response are only trigged by deliberate attempts by an attacker to modify, replay, add or delete information in the user plane.   

It is proposed to add a key issue to TR33.853 [3] based on the above situations with the following potential requirements.

1
The UE may report to the network when integrity verification check failures are detected.

2.
Any integrity verification check failures reported to the network, shall be authenticated and integrity protected.  

3.
Information may be combined with other protocol information so that detection and response are only trigged by deliberate attempts by an attacker to modify, replay, add or delete information in the user plane. 

4.
Information may be combined with  location  information from other integrity verification check faliures so that detection and response are only trigged by deliberate attempts by an attacker to modify, add or delete information in the user plane, and not a result of a common failure in that area.   

5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

5.x.3
Threat description

Detection and response to integrity protection failures may be triggered by normal operation of the mobile networks as well as by deliberate attempts by an attacker to modify, replay add or delete information in the user plane. It may not be possible to discriminate between these situations leading to missing opportunities to prevent, detect and respond to actual security attacks.
5.x.4
Security requirements 

1
The UE may report to the network when integrity verification check failures are detected.

2.
Any integrity verification check failures reported to the network, shall be authenticated and integrity protected.  

3.
Information may be combined with other protocol information so that detection and response are only trigged by deliberate attempts by an attacker to modify, replay, add or delete information in the user plane. 

4.
Information may be combined with  location  information from other integrity verification check faliures so that detection and response are only trigged by deliberate attempts by an attacker to modify, add or delete information in the user plane, and not a result of a common failure in that area.   

