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1
Decision/action requested

This paper provides a solution on key issue Key Issue #5: Mitigation against the authentication relay attack.
2
References
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3GPP TR 33.809, “Study on 5G Security Enhancement against False Base Stations”, Release 163GPP TS 32.500 SON Concepts and Requirements
3
Rationale

The authentication relay attack is described in detail in Key Issue #5: Mitigation against the authentication relay attack.
The solution is based on a location exchange within the NAS SMC between the victim UE and the AMF, where the malicious UE is trying to spoof the location. 

4
Detailed proposal

It is porposed to include the following solution in TR 33.809:
Begin of changes

6.Y
Solution #Y: Solution on Authentication Relay Attack
6.Y.1
Introduction

This solution addresses the authentication relay attack as described in Key Issue #5: Mitigation against the authentication relay attack.

The solution is based on a location exchange within the NAS SMC between the victim UE and the AMF, where the malicious UE is trying to spoof the location.
6.Y.2
Solution details

This solution is based on the security mode command procedure, i.e. it involves the Victim UE, while Embodiment 1 is a pure network based solution. 


[image: image1]
Figure 6.Y.2-1: Detection within Security Mode Command proecdure
Figure 3 shows how to provide location information in the Security Mode Command so that the Victim UE and the AMF are informed about the False BS and the man in the middle attack. 

How the False BS and the Malicious UE setup the RRC connection is just assumed, the RRC timers are long enough that they could start triggering the Malicious UE at any time. 

When the AMF receives the NAS message in step 7, the UE is unknown in the network but the UE still assumes it is attach to a genuine BS and uses the security context it has to cipher and integrity protect the NAS message. 
Depending on what kind of NAS message the UE sent (Service Request, periodic Re-Registration) the AMF may reject the request and requests a Re-Registration with SUCI or the AMF continues and performs an Identity request to retrieve the SUCI to contect he UDM of the victims HPLMN. 

According to normal procedure the AMF sends a Nausf_UEAuthentication_Authenticate Request message in step 9 to the AUSF of the HPLMN of the Victim UE. This message contains also the serving network identifier. The UDM could make a plausibility check whether it is possible to travel from the last known location (PLMN#1) to the new location (PLMN#2) within the time when this registration request occurred, the HPLMN could already deny the authentication request to the AMF with a location mismatch cause value. 

According to normal procedures, the AUSF would perform primary authentication and after successful authentication in step 10, the AMF sends the integrity protected Security Mode Command to the UE in step 11. 
The UE starts ciphering in step 12 and sends in step 13 a ciphered Security Mode Complete including its location information (PLMN ID, TAI, GCID). 

The AMF now detects the victims UE's location mismatch in step 14. The AMF may inform the OAM system for additional steps for detecting the False Basestation and potentially the Malicious UE locations. The AMF may inform the UDM about the location mismatch.

The AMF would send a Registration Reject message in step 15 to the UE with a cause that the location mismatch occurred. This message is ciphered and integrity protected. 

Once the UE receives this reject message in step 16 it should trigger a cell-reselection to a genuine basestation in the PLMN#1.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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