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1
Action requested

It is proposed to approve the changes in clause 3 for addition to the TR 33.819
2
Rationale

This contribution proposes key issue on the storage of the SNPN access credentials and potential security requirement for the TR 33.819.
3
Detailed proposal
***
BEGIN CHANGES
***

5.1
Key Issues related to security for standalone Non-Public Networks

5.1.X
Key Issue #1.X: Handling of security credentials for one or multiple SNPNs
5.1.X.1
Key issue details

This key issue is related to SA1 requirement [1], SA2 endorsed CR (S2-1901329), TS 33.501[5] and approved potential requirement in this TR detailed below:

The SA1 requirement states: 

The 5G system shall support a suitable framework (e.g., EAP) allowing alternative (e.g., to AKA) authentication methods with non-3GPP identities and credentials to be used for UE network access authentication in non-public networks.

NOTE:
Non-public networks can use 3GPP authentication methods, identities, and credentials for a UE to access network but are also allowed to utilize non-AKA based authentication methods such as provided by the EAP framework.
SA2 endorsed CR:

5.X.2.3
UE configuration and subscription aspects

An SNPN-enabled UE is configured with subscriber identifiers and credentials for one or multiple SNPNs identified by the combination of PLMN ID and NID.
A subscriber of an SNPN is identified by a SUPI containing a network-specific identifier that takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in TS 23.003 [19] clause 28.2.2. The realm part of the NAI may include the NID of the SNPN.

An SNPN-enabled UE supports the SNPN mode of operation. When set to operate in SNPN mode of operation the UE only selects and registers with SNPNs and does not perform normal PLMN selection procedures as defined in clause 4.4 of TS 23.122 [17]. 

Editor's note: Need for support of emergency services in SNPN mode of operation is FFS.

If a UE is not set to operate in SNPN mode of operation, even if it is SNPN-enabled, the UE does not select and register with SNPNs. A UE not set to operate in SNPN mode of operation performs PLMN selection procedures as defined in in clause 4.4 of TS 23.122 [17].

NOTE:
Details of activation and deactivation of SNPN mode of operation are up to UE implementation.

Editor's note: Details of access to PLMN services in SNPN mode of operation are FFS.
TS 33.501:

Clause 3.1:

subscription credential(s): The set of values in the USIM and the ARPF, consisting of at least the long-term key(s) and the subscription identifier SUPI, used to uniquely identify a subscription and to mutually authenticate the UE and 5G core network.

Clause 6.1.1.1:

UE and serving network shall support EAP-AKA' and 5G AKA authentication methods.

NOTE 2b: It is the home operator's decision which authentication method is selected. 

The USIM shall reside on a UICC. The UICC may be removable or non removable.

NOTE 3:
For non-3GPP access networks USIM applies in case of terminal with 3GPP access capabilities.

If the terminal supports 3GPP access capabilities, the credentials used with EAP-AKA' and 5G AKA for non-3GPP access networks shall reside on the UICC.

NOTE 4:
EAP-AKA' and 5G AKA are the only authentication methods that are supported in UE and serving network, hence only they are described in sub-clause 6.1.3 of the present document. For a private network using the 5G system as specified in [7] an example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

Clause 5.2.3.3 of this document, 

- The 5G system should support subscription credentials for the NPN network access authentication and authorization that are independent of the credentials used to access the PLMN. 

- The system shall support (but not mandate) the use of independent subscription credentials for access to different NPN networks.
Taking account of all these requirements, potential requirements and working agreements, the following are the issues:

· It is required to support simultaneous access by an SNPN-enabled UE to access services from the SNPN and  PLMN simultaneously. However, currently, it is not viable to have multiple network access credentials in the USIM from different SNPN and PLMN Operators to reside on a UICC provided by a PLMN or by an SNPN to access multiple 5G Core networks (5GCs). 

· Also, SA2 is considering the UE may access PLMN services via SNPN and vice-versa, following the same architectural principles specified for “Untrusted non-3GPP access”. To support this stage 2 approach, the security procedure should support the handling of multiple independent network access security credentials for simultaneous access. Currently, detailed security procedures consider the same security credentials in the USIM  reside on a UICC to access the same 5GC via different access technologies.

Therefore this key issue is to investigate the needed to support network access with the NPNs and a PLMN simultaneously and also secure storage of the credentials provided by different operators in an SNPN-enabled UE, to access multiple 5GCs.

5.1.X.2
Security threats

The PLMN and SNPN should perform mutual authentication and authorization independently to ensure that the services are provided only to the subscribed UEs. For successful simultaneous access of the UE to the PLMN and the NPNs, the UE needs to securely store and activate multiple subscription credential(s) for each network access independently. Nonavailability of the support for multiple active subscription credential(s) will prevent the UEs to obtain services from the NPNs (5G Core networks). According to the current TS 33.501 [5], there is no support for storage and activation of multiple subscription credentials from different NPN Operators to reside on a UICC, where the UICC is provided by a PLMN or by a NPN.  Particularly for the case when the UE access the PLMN via the SNPN (two different 5GCs), following the procedures specified for “Untrusted non-3GPP access”. Currently, there is no security mechanism specified in TS 33.501 to support network access for multiple 5GCs using independent subscriber identifiers and credentials simultaneously.  

5.1.X.3
Potential security requirements

An SNPN-enabled UE shall support the secure storage of subscriber identifiers and credentials for one or multiple SNPNs.

An SNPN-enabled UE shall support access to multiple subscriber identifiers and credentials simultaneously, to have network access with the NPNs and a PLMN simultaneously. 
***
END OF CHANGES
***
