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1
Decision/action requested

This is for discussion to seek common understanding of the topic. 
2
References
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3
Background

During SA3#94 in Kochi, there is a discussion on UE authentication in NPNs. It is generally agreed that other EAP methods should be allowed for NPNs. However, disagreement exists in the interpretation of 33.501 for NPNs. Some delegates considered the current 33.501 is sufficient for NPNs, thus not much new work is needed. Some others think that gap exists in 33.501 for UE authentications in NPNs, thus additional work is required to allow NPN use other authentication methods. 

This paper makes attempt to facilitate the discussion by conducting a comprehensive analysis of UE authentication in NPNs. More specifically, we analyse the deployment models of EAP framework and credential types in NPNs and discuss the impact by each option on the authentication and key hierarchy. Hopefully, this comprehensive treatment of the subject allows to reach consensus on what changes might be needed for 33.501 to better support NPNs. 

4
Analysis

As described in 33.501, the EAP framework consists of a number of roles, including EAP peer, EAP pass-through authenticator, and backend authentication server (namely EAP server). A pass-through authenticator only needs to examine the outer header of an EAP packet, thus need not to understand or implement any specific authentication method. An EAP peer and an EAP server must implement an authentication method (e.g., EAP-AKA' or EAP-TLS) for it to be used. Thus, EAP role assignment is of critical importance to authentication in PLMN and NPN. 

For PLMN, EAP role assignment is clearly defined in 33.501 that UE, SEAF, and AUSF respectively take the roles of EAP peer, pass-through authenticator, and the EAP server. In NPNs, those roles should also be clearly defined.

4.1 
NPN Deployment Options 

We consider two options of deploying 5G Core (5GC) for NPN, depending on whether or not an NPN AAA server (or simply the AAA server thereafter) is involved in UE authentication. 

· NPN fully uses 5GC with authentication by AUSF/UDM/ARPF

· NPN involves a AAA server in authentication, which interworks with 5GC NFs

The reason of considering NPN AAA server is that most enterprises deploying NPN may already have AAA servers for authenticating their users. Thus, it may be desirable to allow NPN to interwork with the AAA server. Further, it allows to illustrate how 5G core can function as an EAP pass-through authenticator without the need of implementing any specific authentication method. The involvement of NPN AAA server has impact on the role assignment in EAP framework. 

1)  The NPN fully uses 5GC without involving any AAA server to authenticate UEs (referred to as NPN-without-AAA). This case is equivalent to PLMN in terms of EAP role assignment. More specifically, UE acts as EAP peer, SEAF acts as pass-through authenticator, and AUSF acts as the EAP server (see figure below). Thus, authentication methods supported by this option are implemented by UE and AUSF.  Note that each supported authentication method needs to be selectable by UDM.
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2) The NPN uses the AAA server to authenticate UE (referred to as NPN-with-AAA). In this case, UE and SEAF continue to take the role of EAP peer and pass-through authenticator respectively. However, the role of AUSF is subject to discussion, depending on how it is designed to interwork with the AAA server. More specifically, AUSF may continue to take the role of EAP server, take the role of pass-through authenticator (see figure below), or may not take any role at all. In the case that AUSF does not take the role of EAP server, the AAA server can take such role (see figure below).
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Thus, authentication methods supported by this option are implemented by UE and either by AUSF or the AAA server. In the latter case, the 5G core becomes transparent. However, interfaces must be defined between 5G Core and the AAA server to transport EAP messages, as well as keying materials (e.g., MSK) that might be transported back from the AAA server. 

4.2 
UE Credentials in NPN
The types of UE credentials also play important roles in both UE authentication and key hierarchy. More specifically, different types of UE credentials often require different authentication methods, which in turn have impact on EAP peer (UE) and EAP server (AUSF or AAA server). Further, different authentication methods also have impact on the key hierarchy. More specifically, 

· a public key-based credential (e.g., certificate-based) allows to establish a root key (e.g., EMSK in EAP-TLS), and 

· a shared secret-based credential often serves as the root key itself, i.e., allowing to derive all subsequent keys from the shared secret (e.g., k in EAP-AKA’).

Based on the requirement from SA1, both 3GPP credentials and non-3GPP credentials should be supported for NPNs. 3GPP credentials are clearly defined in 33.501, which we will refrain from further discussion here. Non-3GPP credentials can be classified as certificate-based, and non-certificate-based (see Table below).

	Credential Types in NPNs
	UE credentials in NPNs

	3GPP UE Credentials
	Shared Symmetric Keys

	Non-3GPP UE Credentials
	Certificate-based
	Non-certificate-based


Table 1 Classification of UE Credentials in NPNs

For certificate-based UE credentials, 33.501 provides EAP-TLS as an example authentication method. The root of the key hierarchy is the EMSK established by TLS. 

For Non-certificate-based UE credentials, there are a number of authentication methods that can be considered. Once the authentication methods supported by NPNs are decided, the key hierarchy can be defined accordingly.

5
Authentication Options

To summarize, the combinations of two deployment options and two credentials types result in four authentication options for NPNs (see table below). 

	
	NPN-without-AAA
	NPN-with-AAA

	Certificate-based UE Credentials
	Option A.1 

(EAP-TLS)
	Option B.1

	Non-certificate-based UE Credentials
	Option A.2
	Option B.2


Table 2 Authentication Options in NPN

Among them, Option A.1 is covered by 33.501, Annex B. However, the other three options have not been addressed by 33.501, thus will be further analyzed in the following sections. 

6
Solutions

In this clause we discuss potential solutions for each of the authentication options in NPN (see table 2 in clause 5) to understand what changes might be required and if it makes sense to support that particular option. 

Our objective is to provide information on the different NPN deployment options, and we suggest that preference should be given to the solutions that have minimal impact on 33.501. 

6.1 
Option A.1 (Certificate-based Authentication for NPN-without-AAA)
This option has been supported by 33.501 with the specification of EAP-TLS in Annex B. The selection of EAP-TLS by UDM, the message flows of EAP-TLS, and the key hierarchy are all defined in 33.501.
6.2 
Option A.2 (Non-Certificate-based Authentication for NPN-without-AAA)

To support this option, new authentication methods need to be proposed. In selection of any authentication methods, we suggest considering at least three criterias: 

1) minimize the impact on the current key hierarchy in 33.501. 
2) minimize texts that might be needed to describe the method, and 
3) minimize the number of new methods that may be introduced. 
To this end, we recommend the use of a secure tunnel-based authentication method such as EAP-TTLS as a candidate solution for this option. EAP-TTLS is a two-phase authentication protocol. In the first phase, UE and the network establish a secure TLS channel. In the second phase, a particular authentication method is used to authenticate the subscriber within the TLS tunnel. We believe that EAP-TTLS can meet the above three criteria: 
First, the derivation of the root key EMSK in EAP-TTLS is exactly as same as in EAP-TLS. More specifically, EMSK is derived by UE and AUSF after the phase one TLS negotiation. The second phase of authentication between UE and AUSF has no impact on EMSK. Therefore, EAP-TTLS has no impact on the key hierarchy as defined in 33.501. 

Second, the specifications and message flows of EAP-TLS in 33.501 can be reused or referred by EAP-TTLS with minor changes. More specifically, EAP-TLS message flow can be slightly modified to allow one-way authentication of TTLS server during the first phase. Further, some guidance can be provided on the phase two authentication, e.g., with a few message flows. Overall, EAP-TTLS is expected to result in minor changes to 33.501. 

Third, EAP-TTLS provides a secure tunnel to allow almost any other authentication method to be used in phase 2 authentication of subscribers. A specific authentication method (e.g., another EAP method such as EAP-GTC) is performed within the TLS tunnel using Attribute-Value-Pair (AVPs) protected with TLS record layer. Due to the wide range of authentication methods that may be used by NPNs, it is impractical, if not impossible, to specify all or even most of them. EAP-TTLS allows to leave phase 2 authentication methods as vendor implementation issues. Note that the phase 2 authentication methods can be implemented in AUSF, UDM/ARPF, or an external AAA server (see Option B.2). 
One question which may arise is why we need to use EAP-TTLS as a tunnel since the phase 2 authentication methods have to be implemented anyway? There are several reasons of choosing a secure tunnel versus supporting individual phase 2 authentication methods directly without a secure tunnel. The following table summarizes their differences. 

	
	Use a secure tunnel (e.g., EAP-TTLS)
	Use individual method without a secure tunnel

	Authentication methods supported
	Almost any authentication method, including those without supporting MSK/EMSK generation
	Only those methods allowing the generation of MSK/EMSK

	Selection by UDM
	Only one additional method (e.g., EAP-TTLS) to be added to UDM
	Each and every supported method must be added to UDM

	Impact on key hierarchy
	Equivalent to EAP-TLS, thus has no impact on the key hierarchy in 33.501
	Some methods derive MSK/EMSK differently than the methods in 33.501, thus may require changes to the key hierarchy.

	Impact on the text in 33.501
	Require minor changes (to EAP-TLS)
	Require major changes to 33.501 to describe each method

	Security Consideration
	EAP-TTLS provides a secure tunnel to mitigate some attacks against the phase 2 methods
	Some authentication methods are subject to known attacks.


Table 3 Comparison of Tunnel based and Non-tunnel-based authentication in NPN
6.3 
Option B.1 (Certificate-based authentication for NPN-with-AAA)
In this deployment option, an external AAA server is used to authenticate subscribers based on their certificates. Further, the AAA server is also authenticated by the subscribers based on its certificate. Thus, EAP-TLS can be used as the authentication method. 

From EAP role assignment perspective, the AAA server functions as an EAP server, while the 5G Core functions such as SEAF and AUSF function both as pass-through authenticator. Therefore, EAP-TLS is implemented on the AAA server, not on a 5G network function (i.e., AUSF). 

From the key hierarchy perspective, MSK/EMSK is derived by the UE and the AAA server, not by AUSF. Therefore, MSK need to be transported to AUSF from the AAA server for further key derivation. Note this deviates from the current key hierarchy in 33.501, which always use EMSK to derive the subsequent keys.

Note that EMSK is supposed to be used only between the EAP peer and the EAP server, thus should not be transferred to AUSF by the AAA server.  
Another issue with this approach is that it is the AAA server, not the 5G network, that is authenticated by UE. This may be undesirable. 

Since AUSF needs to implement EAP-TLS to support Option A.1 anyway, this option appears to have only drawbacks without clear benefit. 

6.4 
Option B.2 (Non-Certificate-based authentication for NPN-AAA)
In this deployment option, an external AAA server is used to authenticate subscribers based on non-certificate-based credentials. As for option A.2, we suggest EAP-TTLS as a candidate solution for this option. 

From EAP role assignment perspective, either the AUSF or the AAA server can function as an EAP server, while the SEAF continues to function as a pass-through authenticator. 

6.4.1  EAP Server on AUSF 

In the case that AUSF functions as an EAP server, it will implement EAP-TTLS, and interwork with the AAA server during the phase 2 authentication over another carrier protocol such as RADIUS or DIAMETER. In other words, phase 2 authentication messages will exit the EAP-TTLS tunnel at AUSF and be sent to the AAA server over another secure connection (e.g., based on RADIUS). It is also the AUSF which is authenticated by UE based on AUSF’s certificate. MSK/EMSK is derived by AUSF as same as EAP-TLS, resulting in no impact on key hierarchy. 

6.4.2  EAP Server on AAA 

In the case the EAP-TTLS is implemented on the AAA server, the 5G core becomes fully transparent by forwarding EAP messages between UE and the AAA server without the need of implementing EAP-TTLS. The EAP framework needs to be supported by AUSF, along with a carrier protocol such as RADIUS to interface with the AAA server. Note that it is the AAA server, not the AUSF, which is authenticated by UE. 

From key hierarchy perspective, MSK/EMSK is derived by the UE and the AAA server, not by the AUSF. Therefore, MSK needs to be transported to AUSF for further key derivation, which deviates from the current key hierarchy as defined in 33.501. 

We suggest that it appears favorable to have EAP-TTLS implemented on AUSF because 1) it allows the 5G home network (versus a non-5G-AAA server) to be authenticated by the UE, and 2) it results in no impact on key hierarchy.

7
Concluding Remarks

Based on the comprehensive analysis of NPN authentication, we suggest that in order for an authentication method (other than those defined by 33.501) to be used for NPN authentication, the method needs to be known to UDM/ARPF so that it can be selected. Further, guidance is needed on where the authentication method should be implemented, and how MSK/EMSK should be derived. 

Our analysis (cf. 6.2) shows that a secure tunnel-based authentication method such as EAP-TTLS serves the purpose well in that it enables the support of almost any authentication method and also require minimal changes to 33.501. 

More specifically, EAP-TTLS can be implemented in AUSF to support non-certificate-based authentication for NPN with or without an external AAA server involved. (see Table below). 

	
	NPN-without-AAA
	NPN-with-AAA

	Certificate-based UE Credentials in NPN
	Option A.1 (EAP-TLS)


	Option B.1 (EAP-TLS), Since AAA offers no clear benefit, it is not further considered.

	Non-certificate-based UE Credentials in NPN
	Option A.2 (EAP-TTLS)
	Option B.2 (EAP-TTLS)


Table 4 Authentication Methods in NPN

Table 5 compares EAP-TTLS (with and without AAA) with EAP-TLS (as defined in 33.501) in EAP role assignment, authentication method implementation, and MSK/EMSK derivation. It also shows that a new interface is required from AUSF to interwork with the AAA server. 
	
	Certificate based UE Credentials in NPN
	Non-Certificate-based UE Credentials in NPN

	
	Without AAA
	Without AAA
	With AAA

	Authentication Method
	Option A.1 

EAP-TLS
	Option A.2 

EAP-TTLS
	Option B.2 

EAP-TTLS

	SEAF
	Pass-through
	Pass-through
	Pass-through

	AUSF
	EAP Server implementing EAP-TLS
	EAP Server implementing EAP-TTLS
	EAP Server implementing EAP-TTLS

	AAA
	N/A
	N/A
	Implementing Phase 2 authentication methods

	UDM/ARPF
	Authentication method selection
	Authentication method selection + implementing Phase 2 authentication methods
	Authentication method selection

	Interface to AAA
	N/A
	N/A
	RADIUS or DIAMETER

	MSK/EMSK
	Derived by AUSF
	Derived by AUSF
	Derived by AUSF


Table 5 Authentication Methods in NPN
By this analysis, it is our hope that we all can have a consistent understanding of NPN authentication to allow for a consensus on how to move forward with this issue. 
