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1
Decision/action requested

It is requested that proposed changes are approved.
2
References

[1]
N/A
3
Rationale

There is an editor's note in Clause 5.2.1 asking for clean-up because 3GPP TR 33.969 cannot be referenced. Therefore, 3GPP TR 33.969 has been de-referenced. We believe that it is sufficient for SA3's purpose to state it as "the study done during the start of 5G security standardization" than to copy the materials from 3GPP TR 33.899 as new Annex. If materials are copied, it will unnecessary bloat the current TR. 
There were some style errors like highlights, incorrect title casing, and list format. They have been corrected.
4
Detailed proposal

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification". 

[3]
3GPP TR 33.969: "Study on security aspects of Public Warning System (PWS)".

[4]
Void.

[5]
Altaf Shaik, Ravishankar Borgaonkar, Shinjo Park, and Jean-Pierre Seifert. 2018. On the Impact of Rogue Base Stations in 4G/LTE Self Organizing Networks. In Proceedings of the 11th ACM Conference on Security & Privacy in Wireless and Mobile Networks (WiSec '18). ACM, New York, NY, USA, 75-86. DOI: https://doi.org/10.1145/3212480.3212497
[6]
3GPP TR 28.861: "Telecommunication management; Study on the Self-Organizing Networks (SON) for 5G networks".

[7]
<same as [2]>
[xx]
3GPP TR 23.734: "Study on enhancement of 5G System (5GS) for vertical and Local Area Network (LAN) services".

[yy]
3GPP TR 33.819: "Study on security enhancements of 5GS for vertical and Local Area Network (LAN) services" 

*** NEXT CHANGE ***
5.2
Key Issue #2: Security protection of system information

5.2.1
Key issue details


Broadcasting system information (SI) is one of the functions of the RRC protocol, defined in 3GPP TS 38.331 [2]. A cell periodically broadcasts synchronization signals and SI. These broadcasted messages are intended for all UEs which are camping on a cell.  In the idle mode or inactive mode, the UE monitors the SI of cells and choose a suitable cell to camp on. The UE typically acquires the SI from the cell and performs initial access to transition to connected state to obtain services. The system information includes information, among others, like cell (re-)selection parameters, neighboring cell information, frequency priority, blacklisted cell, common channel configuration information, NAS common information, and public warning system (PWS) messages. In general, the system information is applicable for UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED. 

A Rel-15 NR UE in IDLE mode performs PLMN selection, monitors paging, performs cell selection, cell re-selection, and applies access control before making an access attempt. In future releases, other services such as MBMS, proximity services, etc. are also likely to be supported by UEs in IDLE mode.
This key issue is about investigating if and how a new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SI messages or replay previously captured SI messages as-is (without modification). Since SI are broadcast messages meant for all UEs, it is not apparent that an integrity and replay protection is strictly necessary. Nevertheless, in general, an integrity and replay protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI or a previously captures SI at a later time, e.g., to lure UEs using SI messages with incorrect neighboring cells, and to send self-crafted or old PWS messages.

It is very important that earlier studies done by the 3GPP TSG SA WG3 are taken into account in this key issue, the studies being the 3GPP TR 33.969 [3], and the study done during the start of 5G security standardization. For example, there are some distinct challenges that are known from earlier studies as below:

a)
Key management. It is because of heterogenous trust-boundaries, and diverse regulations (or requirements) per countries (or regions);
b)
Time synchronization. It is because of difficulty to achieve fairly acceptable time synchronization between one gNB and other gNBs, and between UEs and gNBs; and
c)
Signaling complexity. It is because of restrictive signaling expected from UEs in RRC_IDLE.

Nevertheless, it is only prudent if the 5G system could be enabled (i.e., support) to achieve protection of SI messages in general, or "at least" in non-public networks. Study and conclusions on 5GS for non-public networks are recorded in 3GPP TR 23.734 [xx], and security aspects of the same are covered by 3GPP TR 33.819 [yy]. In short, a non-public network is a network that is intended for non-public use, e.g., to serve machines and devices in a factory. There are two types of non-public networks. The first one is called "stand‑alone" in which the non-public network does not rely on network functions of a public PLMN. The second one is called "non-stand-alone" in which the non-public network is deployed as part of a PLMN.

The key management, time synchronization, and signalling complexity are more easily handled in such non-public networks than in public PLMNs. Therefore, potential solutions (if any) on this key issue could be extremely beneficial for the whole 5G system community.

NOTE 1:
This key issue is concerned with the "over-the-air" interface. Therefore, integrity protection of SI "within-the-network" is not in the scope of this key issue.
5.2.2
Security threats

Lack of protection of SI could potentially have following impacts in some cases:
-
DoS attack on UE

-
Rogue services
*** END OF CHANGES ***

