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1
Decision/action requested

It is requested that proposed changes are approved.
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3
Rationale

The present pCR proposes a new solution that increases resistance to rogue RRCReject messages in order to address the Key Issue #1 in TR 33.809. The solution proposes to allow skipping RRCReject message.
4
Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: Network controlled RRCReject messages
6.Y.1
Introduction
This solution addresses the following key issues:

-
Key issue #1: security of unprotected unicast messages.

The solution provides increased resistance against rogue RRCReject messages.
6.Y.2
Solution details    
The RRCReject message is defined in 3GPP TS 38.331 [2]. As per design, it is currently carried over-the-air without security protection. This solution proposes that the system allows skipping RRCReject messages that could increase resistance of the system against rogue RRCReject messages.
There could be certain deployments where the network does not use RRCReject at all. It is only likely that the network deployments like non-public network (e.g., in a factory) do not have a need to use RRCReject. Even public networks could have such deployments where RRCReject is not used, and instead a protected RRCRelease messages are used all the time.
Those networks which do not use RRCReject should indicate to the UE to not entertain any RRCReject message, e.g., "No RRCReject in this network" flag in the AS SMCommand message or some other security protected RRC/NAS message.
6.Y.3
Evaluation
Editor's Note: FFS.

*** END OF CHANGES ***
