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1
Decision/action requested

This contribution proposes a new solution to TR 33.846, which is the solution in internet-draft EAP-AKA´ PFS.
2
References

[1]
3GPP TR 33.846 Study on authentication enhancements in 5G System
3
Rationale

The TR 33.846 [1] will record the “Study on authentication enhancements in 5GS”. The skeleton for TR 33.846 is submitted to this meeting SA3#94. 

This contribution proposes a new solution to TR 33.846.
4
Detailed proposal

The pCR to be included in TR 33.846 starts below.
*******1st CHANGE***********
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[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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IETF internet draft: "Perfect-Forward Secrecy for the Extensible Authentication Protocol Method for Authentication and Key Agreement (EAP-AKA' PFS)", work in progress, https://datatracker.ietf.org/doc/draft-arkko-eap-aka-pfs/
[x2]
IETF internet draft: " Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')", work in progress, https://datatracker.ietf.org/doc/draft-ietf-emu-rfc5448bis/
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****NEXT CHANGE****
6.1.Y
Solution #1.Y: EAP-AKA´ PFS

6.1.Y.1
Introduction

This solution addresses key issue 5.X “Security of session anchor keys in case the long-term key is leaked”.

The solution is defined in internet draft “Perfect-Forward Secrecy for the Extensible Authentication Protocol Method for Authentication and Key Agreement (EAP-AKA' PFS)” [x1]. The rest of the solution description gives an overview of the solution. Readers are referred to review the internet draft for full description and details. 

 The main features of the solution are described as follows: 

-
This solution is an extension to the EAP-AKA' authentication method [x3] (to be superseded by [x2]), rather than a completely new authentication method.  The extension is implemented as a set of new, optional attributes, that are provided alongside the base attributes in EAP-AKA'.  Old implementations (such as Rel-15 entities) can ignore these attributes, but their presence will nevertheless be verified as part of base EAP-AKA'integrity verification process, helping protect against bidding down attacks.  
-
This extension does not increase the number of round trips necessary to complete the protocol.

-
The extension, when negotiated, provides Perfect Forward Secrecy for the session key generated as a part of the authentication run in EAP-AKA'.  This prevents an attacker who has gained access to the long-term pre-shared secret in a SIM card from being able to decrypt all past communications.  In addition, if the attacker stays merely a passive eavesdropper, the extension prevents attacks against future sessions.  This forces attackers to use active attacks instead.  As with other protocols, an active attacker with access to the long-term key material will of course be able to attack all future communications, but risks detection, particularly if done at scale. An active attacker is forced to be a Man-In-The-Middle (MITM) during the AKA run and also during the subsequent communication between the parties.

-
In particular, the construction maintains the interface between the Universal Subscriber Identification Module (USIM) and the mobile terminal intact.  As a consequence, there is no need to roll out new credentials to existing subscribers. Similarly, the construction can be incorporated into any current or future system that supports EAP, without changing any network functions beyond the EAP endpoints, such as the HSS.

-
Key generation happens at the endpoints, enabling PFS-based key material to be used both by the endpoints and any the intermediate systems that have been delegated key material based on it.

6.1.Y.2
Solution details

Introducing PFS for EAP-AKA' can be achieved by using an Elliptic Curve Diffie-Hellman (ECDH) exchange.  In EAP-AKA' PFS this exchange is run in an ephemeral manner, i.e., using temporary keys.  This method is referred to as ECDHE, where the last 'E' stands for Ephemeral.

The enhancements in the EAP-AKA' PFS protocol are compatible with the signaling flow and other basic structures of both AKA and EAP-AKA'. The intent is to implement the enhancement as optional attributes that legacy implementations can ignore.

The purpose of the protocol is to achieve mutual authentication between the EAP server and peer, and to establish keying material for secure communication between the two.  Internet draft draft-arkko-eap-aka-pfs [x1] specifies the calculation of key material, providing new properties that are not present in key material provided by EAP-AKA' in its original form.

Readers are referred to review the internet draft [x1] for full description and details. Below the flow from figure 2 of the internet draft is shown to give an overview of the solution. In case of conflict between the internet draft and the solution overview in the current document, the internet draft applies. 

     USIM             Peer                     Server          HSS

       |               |                          |             |

       |               |    EAP-Req/Identity      |             |

       |               |<-------------------------|             |

       |               |                          |             |

       |               |    EAP-Resp/Identity     |             |

       |               |------------------------->|             |

       |               |                          |             |

       |         +-------------------------------------------------+

       |         | Server now has an identity for the peer.        |

       |         | The server then asks the help of                |

       |         | HSS to run AKA algorithms, generating RAND,     |

       |         | AUTN, XRES, CK, IK. Typically, the HSS performs |

       |         | the first part of key derivations so that the   |

       |         | authentication server gets the CK' and IK' keys |

       |         | already tied to a particular network name.      |

       |         +-------------------------------------------------+

       |               |                          |             |

       |               |                          | ID,         |

       |               |                          | key deriv.  |

       |               |                          | function,   |

       |               |                          | network name|

       |               |                          |------------>|

       |               |                          |             |

       |               |                          | RAND, AUTN, |

       |               |                          | XRES, CK',  |

       |               |                          | IK'         |

       |               |                          |<------------|

       |               |                          |             |

       |         +-------------------------------------------------+

       |         | Server now has the needed authentication vector.|

       |         | It generates an ephemeral key pair, sends the   |

       |         | public key of that key pair and the first EAP   |

       |         | method message to the peer. In the message the  |

       |         | AT_PUB_ECDHE attribute carries the public key   |

       |         | and the AT_KDF_PFS attribute carries other PFS- |

       |         | related parameters. Both of these are skippable |

       |         | attributes that can be ignored if the peer does |

       |         | not support this extension.                     |

       |         +-------------------------------------------------+

       |               |                          |             |

       |               | EAP-Req/AKA'-Challenge   |             |

       |               | AT_RAND, AT_AUTN, AT_KDF,|             |

       |               | AT_KDF_PFS, AT_KDF_INPUT,|             |

       |               | AT_PUB_ECDHE, AT_MAC     |             |

       |               |<-------------------------|             |

   +-----------------------------------------------------+      |

   | The peer checks if it wants to do the PFS extension.|      |

   | If yes, it will eventually respond with AT_PUB_ECDHE|      |

   | and AT_MAC. If not, it will ignore AT_PUB_ECDHE and |      |

   | AT_KDF_PFS and base all calculations on basic       |      |

   | EAP-AKA' attributes, continuing just as in EAP-AKA' |      |

   | per RFC 5448 (draft-ietf-emu-rfc5448bis) rules.     |      |

   | In any case, the peer needs to query the auth       |      |

   | parameters from the USIM card.                      |      |

   +-----------------------------------------------------+      |

       |               |                          |             |

       |  RAND, AUTN   |                          |             |

       |<---------------|                         |             |

       |               |                          |             |

       |  CK, IK, RES  |                          |             |

       |-------------->|                          |             |

       |               |                          |             |

   +-----------------------------------------------------+      |

   | The peer now has everything to respond. If it wants |      |

   | to participate in the PFS extension, it will then   |      |

   | generate its key pair, calculate a shared key based |      |

   | on its key pair the server's public key. Finally,   |      |

   | it proceeds to derive all EAP-AKA' key values and   |      |

   | and constructs a full response.                     |      |

   +-----------------------------------------------------+      |

       |               |                          |             |

       |               | EAP-Resp/AKA'-Challenge  |             |

       |               | AT_RES, AT_PUB_ECDHE,    |             |

       |               | AT_MAC                   |             |

       |               |------------------------->|             |

       |         +-------------------------------------------------+

       |         | The server now has all the necessary values.    |

       |         | It generates the ECDHE shared secret            |

       |         | and checks the RES and MAC values received      |

       |         | in AT_RES and AT_MAC, respectively. Success     |

       |         | requires both to be found correct. Note that    |

       |         | when this specification is used, the keys       |

       |         | generated from EAP-AKA' are based on both       |

       |         | CK/IK as well as the ECDHE value. Even if there |

       |         | was an attacker who held the long-term secret   |

       |         | keys, only an active attacker could have        |

       |         | determined the generated session keys; in basic |

       |         | EAP-AKA' the keys are only based on CK and IK.  |
       |         +-------------------------------------------------+

       |               |                          |             |

       |               | EAP-Success              |             |

       |               |<-------------------------|             |

6.1.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

****END OF CHANGES****

