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1
Decision/action requested

This contribution proposes a solution to key issue #1.1 on key derivations for standalone non-public networks
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Rationale

The definition of serving network names that is used as an input to the calculation of KAUSF, RES* and XRES* for 5G AKA, CK’ and IK’ for EAP_AKA’ and KSEAF for all authentication methods should be changed for standalone non-public networks as 
a) the input should not be the same as a public network as this would allow a standalone non-public network to masquerade as a public network

b) the input should prevent one standalone public network masquerading as another.

Hence is proposed that for standalone non-public networks that the serving network name used in the input to the above key derivation is as follows:

serving network name = 5G:PLMN*:NPN ID

with PLMN* equal to either a PLMN ID or a shortened one based on the stage conclusion on what to broadcast and NPN ID is as defined in TR 23.734 [2].

The final decision on PLMN* and the exact coding format will need to be taken as the definition of these is completed.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.X
Solution #X: Security solution for key derivation in standalone non-public networks
6.2.1
Introduction

This solution addresses key issue #1.1 on the derivation of keys in standalone non-public networks.
6.2.2
Solution details
For standalone non-public networks, the serving network name that is used as an input to the calculation of KAUSF, RES* and XRES* for 5G AKA, CK’ and IK’ for EAP_AKA’ and KSEAF for all authentication methods should be defined differently from that of the public networks as 

a) the input should not be the same as a public network as this would allow a standalone non-public network to masquerade as a public network

b) the input should prevent one standalone public network masquerading as another.

Hence, it is proposed that for standalone non-public networks, the serving network name used in the input to the above key derivation is as follows:

serving network name = 5G:PLMN*:NPN ID

with PLMN* equal to either a PLMN ID or a shortened one based on the conclusion on what to broadcast for standalone non-public networks and NPN ID as defined in TR 23.734 [3].

The final decision on PLMN* and the exact coding format will need to be taken as the definition of these is completed.
6.2.3
Evaluation

TBD
**** END OF CHANGES ****

