3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-190771
Stockholm (Sweden), 11-15 March 2019
revision of S3-19xabc
Source:
LG Electronics
Title:
Key issue on granularity of isolation for slice specific security
Document for:
Approval

Agenda Item:
5.11 (FS_eNS_SEC)
1
Decision/action requested

It is proposed to add the new key issue on granolith of isolation for slice specific security to TR 33.813.
2
References

[1]
3GPP TR 33.813 v0.2.0 Study on Security Aspects of Enhanced Network Slicing 
[2]
3GPP TR 23.740 Study on Enhancement of Network Slicing
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Rationale

Although authentication and key separation aspects for specific slice(s) are included in TR 33.813 [1] as key issues (key issue #1 and #2), it is not clear what it means by “network slice specific” or “specific to network slice(s)” throughout TR. Network slice specific security may mean different level of security isolation, for example, a single network slice instance, a group of network slices which are “mutually exclusive” to other network slice groups as key issue #1 of SA2 study [2], or a set of network slices a single AMF or AAA-S associates with. This level of granularity for security isolation needs to be determined for each security features (authentication, authorization, and protection of confidentiality and integrity) whether it allows single or multiple level(s) for each or whole of security features applicable to network slice security.
4
Detailed proposal

It is proposed to include the following new key issue in TR 33.813. Whole text is new.
**** START OF CHANGE 1 ****
6.x
Key Issue #x: Granularity of isolation for slice specific security
6.x.1
Key issue details

Network slice specific security may mean different level of security isolation, for example, a single network slice instance, a group of network slices which are “mutually exclusive” to other network slice groups as key issue #1 of TR 23.740 [2], or a set of network slices a single AMF or AAA-S associates with. This level of granularity for security isolation needs to be determined for each security features (authentication, authorization, and protection of confidentiality and integrity) whether it allows single or multiple level(s) for each or whole of security features applicable to network slice security.  

6.x.2
Security and privacy threats

TBD.

6.x.3

Potential Security requirements



TBD.

**** End of Change1 ****
