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1
Decision/action requested

This document proposes a new solution to TR 33.835. We kindly ask SA3 to approve this proposal.
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Rationale

NEF in 5G network is used for supporting external exposure of capabilities of network functions. AKMA service provides authentication and session keys for 3rd parties as 3GPP NF capabilities, thus the anchor function described in key issue#1 could possibly be designed as NEF. In this solution, the anchor function is part of NEF, with the name of AAuF (AKMA Authentication Function).

To ensure only legitimate UEs can use AKMA services, the AKMA authentication framework can leverage AUSF to authenticate UEs using existing primary authentication results and derive session keys based on KAUSF. In this way, there would be no need for AKMA to run another authentication procedure, which benefits IoT devices in signaling and processing wise.
4
Detailed proposal

*************** Start of Change ****************
6.X Solution <X>: AKMA Architecture and procedures with the anchor function as NEF
6.x.1 Introduction
This solution addresses key issue#1, #2, #3, #4, #5.

NEF in 5G network is used for supporting external exposure of capabilities of network functions. AKMA service provides authentication results and application specific keys for 3rd parties as 3GPP NF capabilities, thus the anchor function described in key issue#1 could possibly be designed as NEF. In this solution, the anchor function is part of NEF, with the name of AAuF (AKMA Authentication Function).

In order for the AAuF to authenticate UE, AUSF could be inquired for the authentication results. The authentication results provided by AUSF have been stored during primary authentication. In this solution, corresponding procedures using AUSF to directly authenticate UEs without running a separate authentication procedure are introduced. 
6.x.2 Solution details

6.x.2.1 AKMA Architecture
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Figure 6.x.2.1.1 AKMA Architecture

There are two new defined network functions:

· AAuF: the anchor function in AKMA is named as AAuF (AKMA Authentication Function) which is an NEF. 

· AApF (AKMA Application Function): interact with AAuF for AKMA application specific keys.

Editors Note:  Whether AAuF is located in the home network or visited netowork is FFS.
6.x.2.2 Procedures
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1. In order to use AKMA, UE starts interacting with AApF by sending a request message including its application layer user ID.
2. AApF indicates the use of AKMA services by sending a response message, asking the UE to initiate the authentication request.
3. UE sends an AKMA authentication request message to the AMF/SEAF over NAS UL message, with GUTI included.
4. The AMF/SEAF then sends the authentication request message to the correct AAuF.  

5. The AAuF asks AUSF to authenticate the UE.
6. AUSF executes the authentication by checking the stored authentication result of the requesting UE, where the result has been stored obtained from the primary authentication. If the UE is legitimate, AUSF derives the intermediate key for AKMA use, which is KAKMA, and sends it to AAuF.

7. Using KAKMA, AAuF derives the application specific key KAApF, keeps it in storage for subsequent use. AAuF generates a temporary identity named TID for the user, sends it to AMF along with the key lifetime of KAApF.
8. AMF forwards TID and key lifetime to the UE via NAS DL message. 
9. Upon receiving the NAS DL message with TID and keylifetime, UE derives the KAApF as well. Then it initiates the AKMA use request message carrying TID to AApF.
10-12. AApF asks AAuF for KAApF and its lifetime, indicating the UE of the use of KAApF by  sending a response message.
6.x.3 Evaluation
*************** End of Change ****************
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