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1
Decision/action requested

It is proposed to add the new Solution on SUCI deconcealment for the FN-RG to TR 33.807 [1].
2
References

 [1]
3GPP TR 33.807 "Study on the security of the Wireless and Wireline Convergence for the 5G system architecture".
3
Rationale

In TS 33.501, the authentication procedure is used for SUCI deconcealment by the SIDF/UDM. The FN-RG, however, cannot be authenticated by the UDM, hence the usual authentication procedure in TS 33.501 cannot be used. This solution shows how to adapt the authentication procedure for SUCI deconcealment for the FN-RG. It also proposes to use NULL encryption and NULL integrity protection for NAS security.
4
Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: SUCI deconcealment for the FN-RG 
6.Y.1
Introduction

This solution addresses Key issues #11 and #12.

In TS 33.501 [3], the authentication procedure is used for SUCI deconcealment by the SIDF/UDM. The FN-RG, however, cannot be authenticated by the UDM, hence the usual authentication procedure in TS 33.501 [3] cannot be used. This solution shows how to adapt the authentication procedure for SUCI deconcealment for the FN-RG. It also proposes to use NULL encryption and NULL integrity protection for NAS security.
6.Y.2
Solution details
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 Figure 6.Y.2-1: SUCI deconcealment for the FN-RG

1.
The W-5GAN sends a registration request to the AMF on behalf of the FN-RG. It contains the SUCI of the FN-RG (or rather the SUCI used by the W-5GAN to uniquely identify the FN-RG). It also contains an indication that the W-5GAN has authenticated the FN-RG.

2.
The AMF sends a Nausf_UEAuthentication_Authenticate Request message to the AUSF. It contains the SUCI of the FN-RG. It also contains an indication that the W-5GAN has authenticated the FN-RG.

3.
The AUSF sends a Nudm_UEAuthentication_Get Request to the UDM. It contains the SUCI of the FN-RG and the indication that the W-5GAN has authenticated the FN-RG.

4.
The UDM invokes the SIDF and deconceals the SUCI. 

5.
The UDM decides using the authentication profile of the SUPI and the indication about authentication by the W-5GAN that authentication by the home network is not required.

6.
The UDM sends a Nudm_UEAuthentication_Get Response to the AUSF. It contains the deconcealed SUPI. It also contains an indication that authentication by the home network is not required.

7.
The AUSF sends a Nausf_UEAuthentication_Authenticate Response to the AMF. It contains the deconcealed SUPI. It also contains the indication that authentication by the home network is not required from the UDM.

8.
NAS security between AMF and W-5GAN is established similar to unauthenticated emergency calls, i.e. with NULL encryption and NULL integrity protection.
6.Y.3
Evaluation

Editor’s Note: Evaluation be added.
*** END CHANGES ***
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