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1	Decision/action requested
It is suggested that the new Key issue is added to the study in TR 33.819
2	References
[1]	3GPP TS 33.501, v.15.3.0, Security architecture and procedures for 5G system  
3	Rationale
5GJA expects that a solution is flexible enough to allow different levels of protection, ranging from no protection at all, to providing only integrity protection, and to providing integrity protection and confidentiality. SA3 also include the objective into the SID of FS_SBA_SEC, i.e., 
-	Improved flexibility for protection of data exchanged on N9, e.g.:
-	Study protection requirements dependent on use case, 
-	Study adding TLS as an option in addition to the use of IPsec. 
Here, we assume that a SEPP-U will be specified for the flexible protection of data exchange on N9. Therefore, the SEPP-U needs to be able to detect the data-types contained in a received message and the means protecting them according to proper security policies.
4	Detailed proposal
********** 1st CHANGE **********
All text below is new. For better readability, no change marks are used. 
4.x	Key Issue #x: flexible protection of data exchange on N9
4.x.1 Key Issue details
According the objective of FS_SBA_Sec, improved flexibility for protection of data exchanged on N9 shall be studied, including study protection requirements dependent on use case. Different levels of protection may be needed considering the use cases, e.g., end-to-end delay. 
Assume that a SEPP-U will be specified for the flexible protection of data exchange on N9. When a SEPP-U receives user data to be sent out to a different PLMN via N9, it applies certain protection measures to it. In order to allow for flexible protection of the data considering the data-types as well as the impacts on processing capabilities and end-to-end delay, the SEPP-U needs to be able to detect what data-types are contained in a received message and by what means to protect them according to proper security policies.
[bookmark: _Toc513829553]4.x.2 Security Threats
[bookmark: _Toc513829554][bookmark: OLE_LINK16]If the protection of N9 data lacks flexibility, is fixed, either all traffic are integrity and confidentiality protected, failing to fulfil the efficiency requirement of some use case, or no protection exist for the traffic, which is not acceptable for other use cases.  .
Furthermore, if a SEPP-U does not provide its security policy to its peer SEPP-U, there is a possibility of ambiguous states of protection measures at both ends of the communication, thereby rendering N9 communication faulty or even completely defective.
4.x.3 Potential security requirements
A SEPP-U shall be able to apply flexible confidentiality and integrity protection to outgoing N9 data according to user cases.
A SEPP-U shall be able to exchange security policies with its peer SEPP-Us.
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