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1
Decision/action requested

This document proposes to introduce a new solution address to the Key Issue#X: Mitigation against the linkability attack in TR33.846.
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Rationale
In 5G, 5G AKA and EAP AKA’ are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA. In case the linkability attack occurs, it represents a breach of the user’s untraceability, the attacker can establish the traceability of a subscriber based on the study of the failure messages and can detect subscriber’s presence in a specific area by replaying one old legitimate authentication vector including (RAND and AUTN). The reason why the linkability attack can be implemented is that the attacker can distinguish the cause of the authentication reject message is MAC failure or synchronization failure.
This contribution proposes a method of mitigating the linkability attack. The UE conceals the authentication failure cause and sends it to the core network. The NF in the core network deconceals and obtains the specific failure cause. Thus, the attacker cannot distinguish the specific authentication failure cause, thereby ensuring the user's privacy is not leaked.
4
Detailed proposal

***
BEGIN CHANGES
***

6.X
Solution #X: Mitigation against the linkability attack

6.X.1
Introduction

This solution addresses key issue #X: Mitigation against the linkability attack. 
6.X.2
Solution details 

In the authentication procedure, the UE receives the authentication request message and verifies the MAC and SQN in the AUTN. If the verification fails, the UE shall encrypt the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI，as specified in the following:

· If the authentication failure cause is MAC failure, the UE shall construct a scheme-input including 5GMM Cause (MAC failure) and padding bits.
· If the authentication failure cause is Synch failure, the UE shall construct a scheme-input including 5GMM Cause (Synch failure) and AUTS.
The UE shall execute the protection scheme (Profile A or Profile B) with the constructed scheme-input as input and take the output as the encrypted cause (indicated by "Cause-enc"). The UE shall send the authentication failure message to the AMF, including the Cause-enc. 
The AMF shall send the Cause-enc to the UDM through the AUSF. The UDM shall decrypt the Cause-enc by using the method of decrypting the SUCI, and obtains the specific authentication failure cause. The UDM shall determine the subsequent procedures (e.g. re-initiating the authentication or notifying the AMF of the authentication failure cause) based on the decrypted authentication failure cause.

6.X.3
Evaluation

TBD
***
END OF CHANGES
***
