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1
Decision/action requested

This contribution introduces a new solution for integrity protection in TR 33.853 Ver0.1.0.
2
References
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3
Rationale

This contribution introduces a solution for user plane integrity protection to address the key issue in [1].
4
Detailed proposal

.
**** START OF CHANGE ****

6.x
Solution #x: Use of IPsec tunnel
6.x.1
Introduction

This solution addresses KI #x "Integrity protection capability imbalance in MR-DC scenarios".  This solution re-uses the security solution in non-3GPP access where IPsec tunnel is established between the UE and the ePDG in LTE system. The use of IPsec tunnel allows blanket coverage of security needs (i.e. covers both encryption and integrity protection). Therefore, the use of IPsec tunnel over the LTE-Uu interface.

This solution require support in UE and a network element as the tunnel endpoint in the network.
6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

6.x.3
Solution Description

An IPsec tunnel can be established between the UE and an entity in the network (shown as "Tunnel GW" in Figure 6.x.3-1 below).  An existing network element that already terminates IPsec tunnel in the MNO can be re-used for this purpose rather than introducing a new network element specifically for this purpose.  The use of IPsec tunnel effectively "hides" the absence of UP integrity protection capability in LTE-Uu interface.
Figure 6.x.3-1 illustrates this solution, using the EN-DC as an example. In one scenario, the IPsec termination can only be applied to the LTE-Uu path ((a) on the left hand side of the figure). This addresses the issue of LTE-Uu not supporting UP integrity protection. Alternatively, the IPsec tunnel termination can be applied to both LTE-Uu and 5G-Uu path ((b) on the right hand side of the figure).  This latter case makes the UP integrity protection in 5G-Uu interface redundant.  However, it has a benefit of making the UE side operation simpler in a sense that both Uu path are covered under a single IPsec tunnel.
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(b) EN-DC solution 2





Figure 6.x.3-1: tunnel termination in the network
6.x.4
Solution Evaluation
Editor's Note: evaluation is FFS.
**** END OF CHANGES ****
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