3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-190650
Stockholm (Sweden), 11-15 March 2019
revision of S3-19xabc
Source:
NEC, Lenovo, Motorola Mobility
Title:
New solution for data rate limitation of integrity protection in UP DRB
Document for:
Approval
Agenda Item:
5.17
1
Decision/action requested

This contribution introduces a new solution for integrity protection in TR 33.853 Ver0.1.0.
2
References

[1]
S3-190649, pCR on new key issue for data rate limitation of integrity protection in UP DRB, NEC

3
Rationale

This contribution introduces a solution for user plane integrity protection to address the key issue in [1].
4
Detailed proposal

.
**** START OF CHANGES ****

6.x
Solution #x: Partial UP IP on PDCP layer considering UE limitations
6.x.1
Introduction
This solution addresses key issue #X (Data rate limitation of integrity protection in UP DRB). This solution covers the partial UP IP up to the UE limitations of its security capabilities to compute/verify the MAC-I of the PDCP packets.
6.x.2
Network options affected
This solution is applicable to the following network options similar to normal PDCP UP IP:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 5 - 5G core with eUTRA 

6.x.3
Solution Description
Based on the supported data rate, the UE or the RAN node may calculate the MAC-I for a subset of the PDCP data unit, also referred to as "Integrity Protection-window". Since the ciphering is performed after the integrity protection, the Integrity Protection-window could be placed anywhere within the PDCP packet as shown in Figure 6.x.3-1. The receiver will be informed about the Integrity Protection-window information for the verification by means of e.g. configuration or PDCP header information for the verification. 
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Figure 6.x.3-1: Partial Integrity Protection

The window that can be integrity protected is limited directly by the maximum supported data rate for integrity protection for the DRBs of the UE. In addition, this window for integrity protection can also be determined based on other factors such as the processing load of the transmitting side.

The offset of the protection window inside the PDCP packet may be fixed and pre-configured or indicated in the PDCP header. This offset value is set to 0 if the PDCP header is to be integrity protected. The receiver side verifies the integrity protection check over the window based on the indicated window size. 

6.x.4
Solution Evaluation
Editor's Note: The evaluation is FFS. 
**** END OF CHANGES ****

