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Decision/action requested

Discuss this document as an introduction to the pCRst
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Rationale

3.1
Introduction
During SA3#94 two solutions (solution 15 and 16) were accepted for TR 33.835 [1] that use existing keys to establish an AKMA root key. One more document proposed such a solution, but was left untreated. There are many differences between solution #15 and solution #16 amongst which the difference of the key that is being used. Solution #15 proposes to use the KAUSF whereas solution #16 proposes to use the KSEAF. In this document we analyse the solutions and propose a hybrid solution with respect to key usage. Other differences are left out of scope of this solution.

3.2
Analysis

The differences between the KAUSF and the KSEAF are that:

-
KAUSF is only available in the home network;

-
KSEAF is available to the home network and the serving network;

-
There is currently no procedure that uses KSEAF whereas there are two using KAUSF.

That means that there is a precedent for using KAUSF, but not for using KSEAF. However, from discussions on Steering of Roaming, UE Update parameters, BEST, and GBA in the past, we have learnt that using a key like KAUSF that is only available to the home network may raise concerns from regulatory bodies.
In order to address this issue, SA3 accepted a key issue #10 into the TR. This key issue emphasizes that it cannot be assumed that under all circumstances a key derived from KAUSF can be used, except when this key was shared with the visited network. This is particularly true if at a later point in time AKMA keys are used for encryption. In those cases it is preferential to use a key that is known to the serving network as well.

Problem: Using a key that is known to the home network alone can lead to regulatory issues.

A straightforward solution to the problem is to use a key that is known to the serving network. This can be done by:
1
Derving a key from a key known to the serving network, like deriving a key from KSEAF;

2
Making the key that is used for AKMA available to the serving network.
For 1, when using for example KSEAF, two options are possible:
1a
Obtaining a key from the SEAF as per solution #16;

1b
Obtaining a key derived from KSEAF from the AUSF (no solution presently available).

For 2, there is one option:

2a
Adding an AKMA proxy in the serving network that will receive the key after it has been derived.
The option 2a, however, makes assumptions on the visited network which may not always hold.
Solution: Options are available, but need to be implemented in the TR for evaluation.
The options may not be mutually exclusive. A combination of the solutions is therefore proposed as well.
3.3
Proposal
This paper proposes three changes, included in separate pCRs:

1
Introduce a roaming architecture based on solution #3 according to option 2a;

2
A change to solution #16 to include option 1b;

3
A new solution that combines existing solutions on using KSEAF and KAUSF into one.

4
Detailed proposal

The detailed proposals are to be found in:

S3-190643: Solution for Roaming Architecture

S3-190644: Updating solution #16 to include home network option

S3-190645: Creating a combined solution for using KSEAF and/or KAUSF.
