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1
Decision/action requested

This pCR proposes a solution to support fast re-authentication to study item on authentication enhancements in 5GS (TR 33.846).
2
References

[1]
3GPP TS 33.501 Security architecture and procedures for 5G system

3
Rationale

This pCR proposes the solution to address the key issue Fast re-authentication procedure for 5GS in TR 33.846 Study on authentication enhancements in 5GS.
4
Detailed proposal

****Start of Change****
6.Y
Solution #Y: Fast Re-authentication procedure for 5GS

6.Y.1
Introduction

This solution addresses the Key Issue #x on “Fast re-authentication procedure for 5GS”
6.Y.2
Solution details

This section proposes the fast re-authentication procedures for the 5G system considering both EAP-AKA’and 5G AKA primary authentication methods specified in TS 33.501.

6.Y.2.1 Re-authentication procedure for EAP-AKA’
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Figure 6.Y.2.1-1: Fast Re-Authentication procedure for Re-registration

Primary Authentication has been established according to procedure specified in TS 33.501 clause 6.1.3.1 Authentication procedure for EAP-AKA'. The re-authentication procedure shown in Figure 6.Y.2.1-1 is initiated by the AUSF when a UE sends a Registration Request message with the type “Re-registration”.

The re-authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.Y.2.1-1:
1-3.
The UE sends the Registration Request message of type "re-registration" with the Re-authentication Identifier (Re-auth ID), ngKSSI (key set source identifier of 5G) and 5G-GUTI. The UE derives the Re-auth ID which is bounded to the Identifier of the EAP method executed during the initial authentication, and the purpose of the ngKSSI is to make it possible for the UE and the core network element to identify a security context and to allow re-use of the security context derived/shared during the initial/primary authentication during subsequent connection set-ups. The ngKSSI shall be used by the AUSF to identify the key left at AUSF and other related information. Re-authentication is initiated by the AUSF when it receives the SUPI from SEAF in Nausf_UEAuthentication_Authenticate Request message as described in TS 33.501 clause 6.1.2. The Re-auth ID is bounded to the primary authentication identification information. In 5G system, during primary authentication once the authentication method is selected by the UDM/ARPF in 5G core network, the KAUSF is derived at the AUSF. The AUSF need to store the KAUSF and set the ngKSSI (Key set source identifier of 5G) to identify the KAUSF (key left at AUSF). The AUSF can send the ngKSSI either during the authentication or after the successful authentication to identify the key left at AUSF to the UE to identify the key KAUSF. If the AUSF sends the ngKSSI to the UE during authentication, the UE shall store the received ngKSSI and shall use the stored ngKSSI to identify the KAUSF derived after the successful authentication.
NOTE: 
The subscriber identification mechanism may be invoked when the UE cannot be identified by means of a temporary identity (5G-GUTI) as described in TS 33.501 subclause 6.12.4. 

NOTE: 
If the AUSF receives the SUCI from SEAF in Nausf_UEAuthentication_Authenticate Request message, the AUSF need to follow the primary authentication procedure as described in TS 33.501 subclause 6.1.3.1.

4.
If the AUSF cannot identify the primary authentication type, the AUSF optionally initiates the re-authentication by sending the EAP-Request/AKA'-Identity message to UE.

5.
If the 5G UE supports fast re-authentication, it responds with the fast re-authentication identity, the UE shall respond with an EAP Response/Identity message (with Fast-Reauth Identity which was included in skippable AT_NEXT_REAUTH_ID attribute in the encrypted data of EAP- Request/AKA-Challenge message of the previous successful EAP-AKA' procedure).  

6.
The AUSF sends the EAP-Request/AKA' re-auth-Challenge message with a random number to the SEAF in a Nausf_UEAuthentication_Authenticate Response message.

7.
The SEAF transparently forwards the EAP-Request/AKA' re-auth-Challenge message to the UE in a NAS message Auth-Req message. This message also includes the received random number and the ngKSI. The ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the re-authentication is successful. 

8.
The UE derives the Re-authentication Token (Re-auth Token). Re-auth Token is bound to the KAUSF key derived during the primary initial authentication, the SUPI, and the 5G re-authentication code.

9. The UE sends the EAP-Response/AKA' re-auth-Challenge message with Re-auth Token to the SEAF in a NAS message Auth-Resp message.

10.
The SEAF transparently forwards the EAP-Response/AKA' re-auth-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message.

11.
The AUSF verifies the received Re-auth Token and if the verification is successful, the AUSF continues as follows, otherwise it returns an error.

12.
The AUSF and the UE may exchange EAP-Request/AKA' re-auth--Notification and EAP-Response /AKA' re-auth--Notification messages via the SEAF. The SEAF shall transparently forward these messages.
13.
The AUSF identifies the KAUSF using the ngKSSI and derives the re-authentication anchor key K'SEAF using the key left at AUSF and the random number. K'SEAF is bound to the serving network name, SUPI and the 5G re-authentication code. The AUSF sends an EAP Success message to the SEAF inside Nausf_UEAuthentication_Authenticate Response, which forwards it transparently to the UE. Nausf_UEAuthentication_Authenticate Response message contains the K'SEAF. 

14.
The SEAF sends the EAP Success message to the UE in the N1 message. The key received in the Nausf_UEAuthentication_Authenticate Response message becomes the anchor key.  
6.Y.2.2 Re-Authentication procedure for 5G AKA
 SHAPE  \* MERGEFORMAT 



Figure 6.Y.2.2-1: Fast Re-Authentication procedure for Re-registration

Primary Authentication has been established according to procedure specified in TS 33.501 clause 6.1.3.2 Authentication procedure for 5G AKA. The re-authentication procedure shown in Figure 6.Y.2.2-1 is initiated by the AUSF when a UE sends a Registration Request message with the type “Re-registration”.

The re-authentication procedure for 5G AKA works as follows, cf. also Figure 6.Y.2.2-1:
1-3. The UE sends the Registration Request message of type "re-registration" with the Re-authentication Identifier (Re-auth ID), ngKSSI (key set source identifier of 5G) and 5G-GUTI. The UE derives the Re-auth ID which is bounded to the Identifier of the EAP method executed during the initial authentication, and the purpose of the ngKSSI is to make it possible for the UE and the core network element to identify a security context and to allow re-use of the security context derived/shared during the initial/primary authentication during subsequent connection set-ups. The ngKSSI is used by the AUSF to identify the key left at AUSF and other related information. Re-authentication is initiated by the AUSF when it receives the SUPI from SEAF in Nausf_UEAuthentication_Authenticate Request message as described in TS 33.501 clause 6.1.2. The Re-auth ID is bounded to the primary authentication identification information. In 5G system, during primary authentication once the authentication method is selected by the UDM/ARPF in 5G core network, the KAUSF is derived at the AUSF. The AUSF need to store the KAUSF and set the ngKSSI (Key set source identifier of 5G) to identify the KAUSF (key left at AUSF). The AUSF can send the ngKSSI either during the authentication or after the successful authentication to identify the key left at AUSF to the UE to identify the key KAUSF. If the AUSF sends the ngKSSI to the UE during authentication, the UE stores the received ngKSSI and uses the stored ngKSSI to identify the KAUSF derived after the successful authentication.
NOTE: 
The subscriber identification mechanism may be invoked when the UE cannot be identified by means of a temporary identity (5G-GUTI) as described in TS 33.501 subclause 6.12.4. 

NOTE: 
If the AUSF receives the SUCI from SEAF in Nausf_UEAuthentication_Authenticate Request message, the AUSF need to follow the primary authentication procedure as described in TS 33.501 subclause 6.1.3.2.
4.
The AUSF initiates the re-authentication by sending the Nausf_UEAuthentication_Authenticate Response message with a random number to the SEAF.

5.
The SEAF sends the received random number and ngKSI to the UE in a NAS message Auth-Req. ngKSI is used by the UE and AMF to identify the partial native security context that is created if the re-authentication is successful.

6.
The UE stores the received ngKSI and derive the Re-authentication Token (Re-auth Token). Re-auth Token is bound to the KAUSF key derived during the primary initial authentication, the SUPI, and the 5G re-authentication code.

7.
The UE sends the Re-auth Token to the SEAF in a NAS message Auth-Resp.

8.
The SEAF sends Re-auth Token as received from the UE, in a Nausf_UEAuthentication_Authenticate Request message to the AUSF.

9.
The AUSF verifies the received Re-auth Token and if the verification is successful, the AUSF continues as follows, otherwise it returns an error.

10.
The AUSF identifies the KAUSF using the ngKSSI and derives the re-authentication anchor key K'SEAF using the key left at AUSF and a random number shared with the UE. K'SEAF is bound to the SUPI and the 5G re-authentication code. The AUSF indicates the success or failure to the SEAF inside Nausf_UEAuthentication_Authenticate Response, message. If the re-authentication is successful, the K'SEAF is included in the Nausf_UEAuthentication_Authenticate Response message. 

11.
The SEAF sends the Success message to the UE in the N1 message. The key received in the Nausf_UEAuthentication_Authenticate Response message becomes the anchor key.  

6.Y.3
Evaluation

TBD

****End of Change****
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9. Re-auth Token Verification
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