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1
Decision/action requested

This paper proposes a solution for fake base station prevention based on symmetric algorithm.
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Rationale

There’re several solutions for fake base station prevention in TR 33.899 [4], but all those solutions are using asymmetric algorithm to generate digital signature for the radio signaling. It is well known that asymmetric algorithm needs lots of computing resources, and nowadays is not quantum safe, and may need large size of digital signature, and future quantum safe asymmetric algorithms need extremely large size of digital signature. The overload is almost un-acceptable for radio signaling.

The idea of this solution is using key shared between USIM and gNBs, and using symmetric algorithm to generate a 32/64-bit MAC-I for the radio signaling. This solutions can also provide capability to encrypt sensitive information in the radio signaling before 5G security context is active. The following figure shows the principle of dynamic key provisioning of the solution.
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4
Detailed proposal

***
BEGIN CHANGES
***

6.Y
Solution #Y: Using symmetric algorithm with assistance of USIM and home network

6.Y.1
Introduction

6.Y.1.1
General
This solution address key issue #1 “Security of unprotected unicast messages” and key issue #2 “Security Protection of system information”.

There’re several solutions for fake base station prevention in TR 33.899 [4], but all those solutions are using asymmetric algorithm for the radio signaling. It is well known that nowadays asymmetric algorithms are not quantum safe, high resource consumption, and may need large size of digital signature. The future quantum safe asymmetric algorithms need extremely large size of digital signature. The overload is almost unacceptable for radio signaling.

The idea of this solution is that serving network dynamically provisions keys of gNBs to the USIM with assistance of home network, and ME uses symmetric algorithm to generate a 32/64-bit MAC-I for the radio signaling with assistance of USIM. The USIM can prevent reading out the shared keys. This solutions can also provide capability to encrypt sensitive information in the radio signaling before 5G AS security context is active. The principle of the solution is highlighted in following figure:
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Figure 6.Y.1-1: Principle of the key provisioning with assistance of USIM and home network
6.Y.1.2
Mitigate replayed broadcast attack
The network integrity protects broadcast messages, e.g. MIB, SIBs, warning messages, etc., together with the DL ARFCN. When the UE camps on a cell of a gNB, the serving network only provisions a limited number of keys to the USIM, which makes the UE can only handle messages sent by a limited number of gNBs. The area covered by those gNBs called protection area (PA), c.f. sub-clause 6.Y.1.3.

When the attacker has captured a message broadcasted by a cell in a PA, the attacker can only impersonate the cell to broadcast the unchanged message using the same DL ARFCN to a UE in the same PA. This makes the attack difficult and localized, or easy to be detected by network. When the UE tries to camp on the fake cell due to receiving a replayed SI message, the UE will detect that the cell is a fake cell using the security procedure of the unicast messages as described in sub-clause 6.Y.2.4, and then re-select other cell to camp on.

Broadcasting the captured warning message in the same PA may also be a threat. It is recommended that the warning message includes information of time and area to avoid the threat (i.e. application layer replay protection solution).

6.Y.1.3
Protection area
This solution based on the serving network dynamically provisioning keys of a PA to the USIM. In order to reduce the keys provisioned to the USIM, a group of gNBs can share a root key (i.e. 256-bit KRBS) that used for deriving key per gNB (i.e. 256-bit KBS) for base station protection, hence the serving network can just provision the root keys of groups in the PA. The group is called Share Root Key Group (SRKG). Each gNB is included in one and only one SRKG. Each SRKG is identified by a Group Key Identifier (i.e. 24-bit bsGKI), each gNB in a SRKG is identified by a Group Node Identifier (i.e. 8-bit bsGNI). 

Each SRKG is included in one or more PAs, and each of those PAs includes the full SRKG. The following figure illustrates the relationship between SRKG and protection area (PA).
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Figure 6.Y.1.3-1: Relationship between SRKG and PA
Any TA List is fully covered by one and only one PA, so that when UE performs mobility registration procedure, the serving network can provision keys of the PA to the USIM. The following figure illustrates the relationship between TA List and protection area (PA).
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Figure 6.Y.1.3-2: Relationship between TA List and PA
During registration procedure (initial, mobility, or periodic) or other initial NAS message handling, the AMF shall provide the information of the protection area, which includes a list of bsGKI, corresponding encrypted root keys, and corresponding expiry time, to the ME. The ME shall store the protection area information. Only the USIM can de-conceal the encrypted root keys. The expiry time is used to avoid a fake base station, who cracks a KBS of a gNB, to cheat the UE after key expiration. The expiry time shall be short enough to make the key cracking impossible in time. 
The serving network shall change the root key of a SRKG before expiration. In order to improve performance, a PA should include those gNBs that adjacent to the TA List that fully covered by the PA, so that the UE can have protection information of every neighbour gNBs when it is at the edge of a TA List.

The PA shall not be too large. It will be difficult to mitigate the fake base station attack based on replayed broadcast radio signalling if the PA is too large.

6.Y.2
Solution details

6.Y.2.1
Initial shared key provisioning procedure

Pre-conditions:

1.
The serving network provides the bsGKI and bsGNI to the corresponding gNB, e.g., via OAM platform or a dedicated network function. 

2.
The serving network manages root keys and related information for the SRKGs, e.g., on OAM platform or a dedicated network function. The serving network derives KBS based on the KRBS, bsGKI, and bsGNI for each gNB as follow:




KBS = HMAC-SHA-256 (KRBS, <bsGKI, bsGNI>)


The combination of <bsGKI, bsGNI> is a 32-bit value. The serving network also has provided the KBS to the corresponding gNB. In order to make sure that different gNB has different KBS, the combination of <bsGKI, bsGNI> should be unique on each gNB.

3.
For roaming case, the N32 interface between the HPLMN and VPLMN are integrity, confidentiality, and replay protected.

Following figure illustrates the initial shared key provisioning procedure between UE and the serving network.
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Figure 6.Y.2.1-1: Initial Shared key provisioning procedure
1~2.
The UE initially registers to the home network with SUCI through the serving network.

3.
If the HPLMN supports feature of anti-fake-base-station (AFBS), the UDM generates a random string NONCE and computes the CKp based on the user’s long term key and the NONCE. The UDM sends the AV together with the NONCE and the CKp to the AUSF.

4~8.
The AUSF and the UE performs primary authentication through the serving network.

5~8.
The AMF/SEAF and the UE perform mutual authentication, and the AMF/SEAF forwards the RES* to the AUSF/UDM.

9.
If verification of RES* successes, the AUSF sends the KSEAF as well as the NONCE and CKp to the AMF/SEAF.

10.
The AMF/SEAF initiates NAS SMC procedure with the UE.
11.
If the AMF/SEAF supports AFBS, the AMF/SEAF obtains the list of {bsGKI, KRBS, expiry time} associated with the PA, which covers the TA List that the UE resides in, encrypts each KRBS with the CKp to get EKRBS, and then constructs PA information that includes the list of {bsGKI, EKRBS, expiry time}. The AMF/SEAF stores the CKp in the UE security context.

12.
The AMF/SEAF sends Registration Accept (NONCE, PA information) to the UE.

13.
If the UE supports AFBS and the NONCE is received, the ME stores the received PA information and initiates Key Initiation Procedure with the USIM by sending the NONCE to the USIM. The USIM computes CKp based on the stored long term key as well as the received NONCE as same as UDM does, and stores the CKp. The ME may sends the list of the {bsGKI, EKRBS} to the USIM via the Key Initiation Procedure, in this case, the USIM decrypts each EKRBS using the CKp, constructs a list of {bsGKI, KRBS}, and stores the list of {bsGKI, KRBS}, which is not readable.
6.Y.2.2
Shared key update procedure

The shared key update procedure is similar with initial shared key provisioning procedure, which is done during mobility or periodical registration procedure, or other initial NAS message handling.

Following figure illustrates the shared key update procedure between UE and the serving network.
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Figure 6.Y.2.2-1: Shared key update procedure
1.
The UE sends an initial NAS message to the serving network, e.g. Registration Request. If the UE decides to change protection key CKp, and the initial NAS message is Registration Request for mobility, the UE shall include a key update flag in the Registration Request.

2.
If the key update flag is received, the AMF/SEAF shall send a message to the UDM for requesting a new CKp. If the AMF/SEAF decides to re-authenticate the UE, the message can be UE authentication request with the key update flag. The UDM shall generate a new CKp based on the user’s long term key and a new NONCE if the key update flag is received or the UDM decides to refresh the CKp during re-authentication procedure, then return the new NONCE and the new CKp to the AMF/SEAF.

3.
If the new CKp is not received, the AMF/SEAF shall use the stored CKp to computes the list of {bsGKI, EKRBS, expiry time}. If the new CKp is received, the AMF/SEAF shall use the received CKp to computes the list of {bsGKI, EKRBS, expiry time}. The AMF shall construct a PA information that includes the list of {bsGKI, EKRBS}. 

4.
The AMF/SEAF sends a DL NAS (PA information) message to the UE encrypted and integrity protected, e.g. Registration Accept. If the NONCE and the new CKp are received, the DL NAS message shall include the received NONCE.
5.
The ME stores the received PA information. The ME initiates Key Initiation Procedure with the USIM. If the NONCE is not received, then the Key Initiation Procedure does not include NONCE, the USIM shall not do CKp calculation, and the USIM shall remove all the cached KRBS and KBS related to the PA.
6.Y.2.3
Security procedure for broadcast messages

The following figure illustrates the security procedure for broadcast message:


[image: image7.emf]ME

2. message

(<bsGKI, bsGNI>, MAC-I)

USIM UE

3. Check whether bsGKI exists 

in PA information

gNB

4. MSG MAC Request

(EK

RBS

, <bsGKI, bsGNI>, 

HASH

MS

)

5. Performs following:

A. Decrypt EK

RBS

to get K

RBS

B. Derive K

BS

from K

RBS

C. Compute XMAC-I

1. Generate HASH

NW

based on the 

broadcast message and DL 

frequency, compute MAC-I based 

on the K

BS

and HASH

NW

6. MSG MAC Response

(XMAC-I)


Figure 6.Y.2.3-1: Broadcast message protection procedure
1.
The gNB decides to broadcast a message (e.g. MIB or SI) via a cell, the message shall include <bsGKI, bsGNI>. The gNB generates a HASHNW as following:




HASHNW = SHA-256 (DL ARFCN || message)


The gNB then computes a 32/64-bit MAC-I based on the KBS and HASHNW.

2.
The gNB broadcasts out the message along with the MAC-I.

3.
The ME received the message including a <bsGKI, bsGNI> and a MAC-I via a cell. The ME checks whether the bsGKI exists in the protection area information. If the check fails, then the ME marks the cell as suspect cell in cache. If the check success, then continues with step 4.

NOTE1: 
The UE may lost contact with network for a while and move to another PA, in this case, all the cells around the UE are genuine cells but UE has no corresponding PA information.

4.
The ME computes HASHMS as the same that gNB computes HASHNW, then the ME sends the EKRBS, <bsGKI, bsGNI>, and HASHMS to the USIM. The EKRBS is corresponding to the bsGKI.

5.
If the USIM has cached the corresponding KBS, the USIM then computes 32/64-bit XMAC-I based on KBS and HASHMS as the same that gNB computes MAC-I based on KBS and HASHNW. If the USIM has cached the corresponding KRBS, the USIM derives the KBS from the KRBS and <bsGKI, bsGNI> as described in sub-clause 6.Y.2.1, and may cache the derived KBS, then the USIM calculates the XMAC-I as above. Otherwise, the USIM decrypts the EKRBS based on the CKp to get KRBS, and may cache the derived KRBS, then the USIM derives KBS and calculates the XMAC-I as above, and may cache the derived KBS.

6.
The USIM returns the XMAC-I to the ME. The ME compares XMAC-I with MAC-I. If the check successes, the ME handles the broadcast message. If the check fails, the ME marks the cell as high-risk cell in cache.

NOTE2: 
The serving network may update the KRBS without notifying the UE, in this case, the MAC-I verification fails but gNB is genuine.

If all the cells around the UE are marked as suspect cell or high-risk cell, the UE may start a verification timer. When the verification timer is timeout, the UE shall be ready to perform registration procedure. If the UE is ready to send an initial NAS message before timeout, the UE shall stop the verification timer. When the UE is ready to send an initial NAS message (due to timeout or not), the UE shall try to send the initial NAS message via the suspect cells one by one then high-risk cells one by one until successes.

After the UE sending an initial NAS message, the UE shall check whether the suspect or high-risk cell in cache is in the protection area (updated or not), if not, then mark the cell as suspect cell in cache, if yes, then verify the cell. If verification fails, the UE marks the cell as fake cell in cache, otherwise remove the cell from the cache. The UE may report the suspect, high-risk, and fake cells in cache to the serving network.

6.Y.2.4
Security procedure for unicast messages
This solution for unicast message protection is only applied when AS security context cannot be obtained in UE and gNB. The following figure illustrates an example that demonstrates the security procedure for unicast radio messages:
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Figure 6.Y.2.4-1: Unicast message protection procedure
1.
The ME tries to camp on a cell and decides to send message1 to the cell. If message1 is not Preamble, it generates a 32-bit random string NONCE. The NONCE is used as replay protection parameter for the successive downlink message.

2.
The ME may decide to protect a sensitive information, e.g. NSSAI, in the message1 (there’s no sensitive information in Preamble). In that case, the ME sends the EKRBS, <bsGKI, bsGNI>, the sensitive information, and NONCE to the USIM. The <bsGKI, bsGNI> are obtained from a broadcast message (e.g. SI or MIB) sent by the cell. The EKRBS corresponds to the bsGKI. If the USIM does not cache the corresponding KRBS, the USIM decrypts the EKRBS to get KRBS. The USIM derives KBS from the KRBS and <bsGKI, bsGNI>. The USIM then derives the Ke from the KBS and generate keystream based on the Ke and NONCE. The USIM computes the exclusive or of the sensitive information and the keystream to get encrypted information, and then returns the encrypted information to the ME. The USIM may cache the KRBS and KBS.

3.
The ME sends the message1 to the cell, which includes the NONCE if the message1 is not Preamble. If sensitive information needs to be protected, the ME replays the sensitive information with encrypted information returned from the USIM.

4.
The gNB receives the message1. If it is partially encrypted, then the gNB decrypts the encryption part to get plantext information. 

5.
The gNB decides to send message2 to the UE. The gNB gets temp-message = (NONCE || message2) and computes HASHNW on temp-message as described in sub-clause 6.Y.2.3. The gNB computes MAC-I based on KBS and HASHNW as described in sub-clause 6.Y.2.3.

6.
The gNB sends the message2 along with the MAC-I to the UE via the cell.

7.
The ME receives the message2, performs message verification procedure as described in step 4~6 of sub-clause 6.Y.2.3 with the exception that the ME uses temp-message = (NONCE || message2) instead of message2 to generate HASHMS.

NOTE 1:
Preamble (MSG1) and RAR (MSG2) are special radio messages. If the message1 is Preamble, then the 32-bit NONCE = (2-bit padding || 6-bit RA-RNTI || 2-bit padding || 6-bit RAPID || 16-bit Temporary C-RNTI). The NONCE is not included in the Preamble. The RAR may contain a combined reply for multiple UEs, in this case, RAR includes multiple 16-bit short MAC-Is, which means ME must truncate the XMAC-I returned from USIM for verification. In order to provide backward compatibility, short MAC-I can be appended sequentially after the payload. 
NOTE 2:
The message2 does not include <bsGKI, bsGNI>.

6.Y.2.5
Handling when UE has no protection information
When the UE initially access to the serving network, or when the UE does not have protection area information where it is resident in, it cannot perform anti fake base station attack. In those cases, the UE can mitigate fake base station attack by using policy configured in the ME. The policy that not accept radio messages except those that allow the UE to perform registration procedure can be configured by user or by HPLMN.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***
END OF CHANGES
***
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