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1
Decision/action requested

This document discusses the threats of Authentication relay attack and propose to introduce a new key issue to FS_5GFBS.
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3
Rationale
Recently, a group of American university researchers have broken key 4G LTE protocols to generate fake messages, snoop on users, and forge user location data. The researchers' paper [1] described an authentication relay attack, which the paper said “enables an adversary to connect to the core networks – without possessing any legitimate credentials – while impersonating a victim cellular device”. 
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Figure 1: Authentication relay attack in 5G
In 5G scenario, it is assumed that a victim UE has been attracted to a malicious gNB. Then the malicious gNB collaborates with another malicious UE. There is a private channel between the malicious gNB and malicious UE. The distance between the malicious gNB and the malicious UE is very far, and the two may be linked by LAN or WAN to form a malicious network through two PLMNs. 
In case the victim UE performs registration request, or service request, or TAU request procedure, the malicious gNB forwards the request message of the victim UE to the remote malicious UE, and the malicious UE forwards it to the AMF in the home network through the remote legitimate gNB. If the AMF initiates the authentication procedure, the malicious gNB and the malicious UE forwards the authentication messages and between the remote legitimate gNB and the victim UE, and completes the authentication. Finally, the victim UE successfully accesses to the remote legitimate gNB and regisrates to the home network through the malicious gNB and UE. 
In this way, the network-aware user's location and the user's actual location may be inconsistent. For example, if the user is in London, the attacker forwards the message to the legitimate gNB located in New York through the malicious gNB and UE, so that the core network considers the user located in New York, providing a way to set up a false alibi or undermine a criminal investigation with fake evidence. A legitimate UE may be directed by an attacker to access the roaming network, resulting in a charging fraud.
Unlike a typical man-in-the-middle attack, the adversary in this attack can neither decrypt the encrypted traffic between the victim UE and the core networks, nor can inject valid encrypted traffic unless the service provider blatantly disregards the standard’s security recommendations and choose a weak-/no- security context during connection establishment. 
A disadvantage of the current standard is that the AMF does not store the actual location information of the UE, but the location information reported by the gNB. Once the UE accesses to the malicious gNB, and the attacker adopts the authentication relay attack described above, the AMF saved current location information of the UE and the actual UE location information may be inconsistent, resulting in location positioning of the UE.
Threats: 
The threats of this attack include:

(1) Deception: The adversary deceives the victim into believing that the victim UE is connected to the core network.

(2) Location History Poisoning: The malicious UE can poison the location history of the victim UE by performing this attack successively from different tracking areas. As a result, a fugitive or criminal hiding in one location can deceive the core network into believing that the criminal has attached to the core network from a different location.

(3) Complete or Selective DoS: Using this attack, the malicious UE and the malicious gNB can deny the victim UE’s phone-calls/SMS/datatransfers completely/selectively. Consequently, the operational network is deprived of the charges for the incoming/outgoing calls and SMSs.
4
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Mitigation against the authentication relay attack
5.X.1
Issue details
A victim UE may be attracted to the false base station. Then the false base station collaborates with another malicious UE through a private channel. The false base station and the malicious UE are far apart, and the two may be linked by LAN or WAN to form a malicious network through two PLMNs. The false base station forwards the registration request message of the victim UE to the remote malicious UE, and the malicious UE forwards it to the remote core network through the remote legitimate base station. Similarly, the false base station and the malicious UE forwards the response message sent by the core network to the victim UE, and completes the authentication. In this way, the network-aware user's location and the user's actual location may be inconsistent, providing a way to set up a false alibi or undermine a criminal investigation with fake evidence. A legitimate UE may be directed by an attacker to access the roaming network, resulting in a charging fraud.
5.X.2
Security Threats
In case the authentication relay attack occurs, the threats of this attack include:

(1) Deception: The adversary deceives the victim into believing that the victim UE is connected to the core network.

(2) Location History Poisoning: The malicious UE can poison the location history of the victim UE by performing this attack successively from different tracking areas. As a result, a fugitive or criminal hiding in one location can deceive the core network into believing that the criminal has attached to the core network from a different location.

(3) Complete or Selective DoS: The malicious UE and the false base station can deny the victim UE’s phone-calls/SMS/data transfers completely/selectively. Consequently, the operational network is deprived of the charges for the incoming/outgoing calls and SMSs.
(4) Attack on SON: By relaying a geographically remote base station, an attacker may confuse the network’s self organized network configuration, because UEs will report measurements of the fake base station signal strength, or signal strength of the radio environment to the relayed base station.
5.X.3
Potential security requirements

***
END OF CHANGES
***
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