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1
Decision/action requested

This contribution proposes a pCR for a key issue to TR 33.825.
2
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[1]   3GPP TR 23.725 v100: “Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5GC.”
3
Rationale





In order to guarantee low latency to the URLLC services, according to SA2, the optimization of handover procedure is needed, e.g., how to handle the direct/indirect data forwarding tunnel which is used to forward packets from the source RAN node to the target RAN node. In this case, security handling for optimized handover should also be considered in the course of this study.
This proposal aims to introduce a key issue to investigate security impact for optimized handover procedure.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Security aspect of low latency handover procedure
5.X.1
Key issue details

In order to guarantee low latency to the URLLC services, according to TR 23.725, the optimization of handover procedure is needed. However, the security handling in handover, e.g. key derivation, security algorithm selection should be considered at the same time in order to support handover in URLLC. For URLLC services that require the low latency performance, security should not be reduced. Optimization of handover procedure in this case should maintain the same level of security as in other 5G services.

5.X.2
Security threats

If the interfaces e.g. N2 are not security protected, then an attacker could eavesdrop or insert or modify the security key and the security parameters transferred on the interface. 

If the target AMF is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous data exchanged between the UE and the network.If the source AMF is compromised and the UE security keys do not have the property of forward security, then an attacker would be able to decrypt the future data exchanged between the UE and the network. 

If the AMF is compromised, it may purposefully bid down the algorithm to a lower priority algorithm that is fairly easier to crack. This is also applicable when a MiTM masquerades the connection.
5.X.3
Potential Security requirements

1) The 5G system shall provide the proper security protection for the optimized URLLC handover procedure.
*************** End of Change ****************
