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Why ETSI TC Cyber Working Group QSC exists

Quantum computers represent a group of emerging technologies that make use of physical quantum effects to achieve mathematical computation.  They are still relatively new, but major breakthroughs have been made recently.  In addition, governments as well as industry such as the European Union, China, Google, IBM and Microsoft have all made substantial investments in the field over the past 18 months.

An interesting fact about quantum computers is that they are problem-class dependent.  This is to say that they are extremely able to solve certain problems – even problems that have been thought to be non-solvable by conventional super-computers.  This opens up an entire new world of possibilities for areas like drug discovery, new materials development and other problems that were previously regarded as intractable.  Certain problems such as the integer factorization problem and discrete logarithms problem are very easily solved by quantum computers.  This is unfortunate, because both of these problems are the basis for the Public Key Infrastructure (PKI) which protects our information and identity over the Internet and wireless networks.  This is why ETSI TC Cyber QSC exists.

About Cyber QSC

Cyber QSC was founded in March 2015 as ETSI Industry Specification Group and later converted to WG of TC Cyber in March 2017.  Our focus is on the practical implementation of quantum safe primitives, including performance considerations, implementation capabilities, protocols, benchmarking and practical architectural considerations for specific applications.  Our work has also fed into other groups and standards bodies such as International Telecommunications Union (ITU) and Internet Engineering Task Force (IETF).

Our objectives DON’T include the development of cryptographic primitives.  This is a proposition best left to academia and other groups who specialize in the area, such as ETSI Security Algorithms Group of Experts (SAGE) and the National Institute of Standards and Technology (NIST) in the U.S.

Publications to date

Following are some brief summaries of the published specifications of ETSI TC Cyber WG QSC:

ETSI Group Report (GR) QSC001 “Analysis of Quantum-Safe Primitives”, [1]. This Group Report discusses the basic principles of quantum-safe cryptography, the range of options available for implementation and usage as well as certain performance considerations and constraints such as cryptographic key-lengths and computational requirements. 

ETSI GR QSC003 “Quantum-Safe Case Studies & Use Cases”, [2].  A practical analysis of the consequences of implementing and deploying certain quantum-safe methods. In this report, we cover some aspects of network security, such as Transport Layer Security (TLS), security for the Internet of Things (IoT) and the inherent constraints as well as satellite communication and the issues associated with security of one-to-many broadcast data.

ETSI GR QSC004 “Quantum-Safe Threat Analysis”, [3]. An overview of what is vulnerable over time to quantum attacks, including applications in banking and finance, intelligent transportation systems, Internet of Things, digital media content protection eHealth as well as how some of the quantum attacks are formulated.

ETSI GR QSC006 “Limits of Quantum Computing on Symmetric Key Cryptography”, [4]. This is the only effort addressing Symmetric Key Cryptography thus far, and it’s fairly speculative in its findings.  Nevertheless, an excellent grounding on the limits of quantum computing as we know it today.

ETSI TR 103 570 “Quantum-Safe Key Exchanges, Implementation Analysis”, [5].  This Technical Report (TR) covers a range of quantum-safe key exchange mechanisms, such as Learning with Errors (LWE), Ring Learning with Errors (RLWE), supersingular isogenies, and others with regard to parameter selection, performance and implementation constraints.

ETSI TR 103 617 “Quantum-Safe Virtual Private Networks”, [8].  This Technical Report (TR) explores protocol requirements necessary to add quantum resistance to VPN technologies, including client, server and architectural considerations. Specifically, requirements around protocols and key establishment are considered, based on the multitude of systems that are at risk and require security updates before quantum computers that can attack commercial cryptography are developed.  

Ongoing Work Items

QSC-008: “Quantum-Safe Cryptographic Signature assessment”, (Rapporteur is INRIA)
QSC-12: “Quantum-Safe Identity-Based Encryption (IBE)”, (Rapporteur is NCSC)
QSC-13: “Migration Techniques to Quantum-Safe Systems”, (Rapporteur is Cadzow Communication)
QSC-14: “Technical Specification for Hybrid Key Exchange Subsystem”, (Rapporteur is Amazon)
 
Other publications include Quantum Safe Cryptography and Security: an introduction, benefits, enablers and challenges, [6], although this is already more than four years old.  The QSC generally meets in Sophia Antipolis, FRANCE, but as the group has grown, there will be some other locations around the world as well.  You may also refer to the official ETSI Cyber QSC portal [7] for information on meeting dates and locations.

Relationship between ETSI TC Cyber WG QSC and ITU-T SG17

The document presented at ITU-T SG17 in September 2018 entitled “Ways forward for security aspects of safe quantum communications” [9] proposes the creation of a question specifically relating to quantum-safe communication.  We note that most of the objectives for the question in Annex A are in direct conflict with the work of ETSI TC Cyber Working Group for Quantum-Safe Cryptography, most of which were begun almost 4 years ago.  This is to say that proposing a group to address quantum-safe cryptography is a direct duplication of the work of ETSI TC Cyber WG QSC.  We therefore ask that ITU-T SG17 not create a specific question for quantum-safe cryptography, but rather to collaborate with ETSI TC Cyber WG QSC for most efficient progress in this area.
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