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1	Decision/action requested
It is suggested that the new Solution is added to the study in TR 33.807
2	References
 [1]	3GPP TR 33.807, v.0.1.0, Study on the security of the Wireless and Wireline Convergence for the 5G system architecture  
 [2]	3GPP TR 23.716, v.1.1.0, Study on the Wireless and Wireline Convergence for the 5G system architecture  

3	Rationale
In the SA2 study for WWC, [2], several scenarios are listed. For each scenario one or more key issues are applicable. Scenarios 3 and 5 in [2] refer to a 5G capable UE behind a residential gateway (FN-RG or 5G-RG).
This document proposes a new solution for a UE behind a residential gateway (FN-RG or 5G-RG). The solution is based on Solution #11 in [2].
For the convenience of the reader, Figures 6.11.1-1 and 6.11.1-2 in TR 23.716 [2] that are references below, are copied in the rationale of this contribution.



Figure 6.11.1-1: Architecture for the 5G-capable UE behind a 5G-RG using Broadband Wireline access


Figure 6.11.1-2: Architecture for the 5GC-capable UE behind a FN-RG using Broadband Wireline access 

4	Detailed proposal

********** 1st CHANGE **********
All text below is new. For better readability, no change marks are used. 

[bookmark: _Toc525902097][bookmark: _Toc525902237][bookmark: _Toc525902397][bookmark: _Toc525902447][bookmark: _Toc525902508][bookmark: _Toc525902558]6.Y	Solution #Y: 5GC-capable UEs behind 5G-RG/FN-RG using N3GPP-access solutions 
6.Y.1	Introduction
Editor's Note: This solution is dependent on SA2 decisions on validity of the scenario for Rel-16 normative work. The evaluation part may need to be revisited.
This solution addresses key issues #XA  and #XB. 	Comment by Author: Note to editor: The key issues are from separate contributions	Comment by Ericsson: #XA: S3-183786
#XB: S3-183787
In the following, when the term RG is used, it can mean either FN-RG or 5G-RG.
[bookmark: _Toc525902098][bookmark: _Toc525902238][bookmark: _Toc525902398][bookmark: _Toc525902448][bookmark: _Toc525902509][bookmark: _Toc525902559]6.Y.2	Solution details
This solution aims to construct a security solution based on Solution #11 for WWC in TR 23.716 [2]. Solution #11 for WWC in TR 23.716 [2] reuses the Rel-15 solution for untrusted N3GPP access in combination with Solution#1 for trusted network in TR 23.716 [2].
The main idea of Solution #11 for WWC in TR 23.716 [2] is that the RG and W-5GAN act as untrusted/trusted N3GPP access towards 5GC-capable UEs behind the RG.
The suggested reference architecture from Solution #11 for WWC in TR 23.716 [2] is provided in Figures 6.11.1-1 and 6.11.1-2 in TR 23.716 [2]. 
Solution #11 for WWC in TR 23.716 [2] provides the following options:
1. A 5GC-capable UE behind an FN-RG uses Untrusted N3GPP-access as defined in Rel-15. 
2. A 5GC-capable UE behind a 5G-RG can use either untrusted N3GPP-access as defined in Rel-15, or trusted N3GPP-access as studied in TR 23.716 [2]. When choosing the trusted solution, the 5G-RG must be trusted.	
Further, Solution #11 for WWC in TR 23.716 [2] also suggests some additional features that are out of scope for SA3 work: co-location of the W-5GAN, UPF (for W-5GAN user plane) and IWF to support different scenarios such as QoS. 
The suggested solution for trusted N3GPP access, which is also adopted as preliminary conclusion in TR 23.716 [2], reuses the procedures for non-trusted N3GPP access as much as possible.  The security of the solution is discussed in Solution #1 of this TR. 
[bookmark: _Toc525902099][bookmark: _Toc525902239][bookmark: _Toc525902399][bookmark: _Toc525902449][bookmark: _Toc525902510][bookmark: _Toc525902560] 6.Y.3	Evaluation
6.Y.3.1 Key issue #XA
Key issue #XA in this study is about authentication of a UE behind a RG. This solution addresses this using either the Rel-15 procedures for untrusted N3GPP access or new Rel-16 procedures for trusted N3GPP access.  
For the untrusted case, the UE authentication is already described in Rel-15. 
Provided that the solution for trusted access is deemed secure, the solutions solves this key issue. 
6.Y.3.1 Key issue #XB
Key issue #XB in this study is about user plane data for a UE behind a RG. The solution addresses this by tunnelling the UE’s user data through the access nodes’ user data plane. 
For the untrusted case, the UE user data is protected between the UE and IWF with a child SA negotiated during the authentication as specified in Rel-15.
For the trusted case, Solution #1 for trusted network in TR 23.716 [2] suggests reusing this solution (using child SAs) to align with the untrusted case and because it provides smooth management of QoS parameters. However, Solution #1 for trusted network in TR 23.716 [2] suggests using null-encryption and provide authentication/integrity protection only. 
The claim to use null encryption can be justified because there is hop-by-hop protection of data between the UE and the IWF.  Hop-by-hop security can be achieved by the following:
1. Between UE and 5G-RG, level-2 encryption is used (WLAN or similar).
2. [bookmark: _GoBack]The interface between 5G-RG and W-5GAN, is to be handled by solutions for key issue #4 in this TR. 
3. Since the UE’s user data is tunnelled over the W-5GAN user data plane, it is protected from eavesdropping and manipulation between the W-5GAN and the IWF. 
Given that a solution is provided for key issue #4, either by BBF methods or 3GPP methods, we get hop-by-hop security which might exclude the need for IPSec encryption between UE and IWF. 
However, it can be argued that using IPSec with null-encryption does not provide a major performance gain (compared to using encryption) since authentication/integrity protection is still needed. (RFC states that we cannot nullify both encryption and authentication). 





********** END OF CHANGES **********
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