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1
Decision/action requested

This contribution proposes a proposal for the solution of TR 33.856.
2
References
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3GPP TR 33.856: "Study on security aspects of single radio voice continuity from 5G to UTRAN".
3
Rationale





In TR 33.856 [1], a new FC value is introduced to separate between the cases of handover to 4G and SRVCC to UTRAN CS. However, the above separation is unnecessary with the following reasons.
1. The KASME derived by the AMF from KAMF is only used by the MME/MSC server to acertain the CKSRVCC||IKSRVCC and will never be used as an anchor key of 4G system even when the UE returns to 4G system according to the network configuration.
2. After the KASME is derived, the AMF will increment the stored downlink 5G NAS COUNT value by one which means the AMF will never derive a same KASME again when the SRVCC to UTRAN CS fails and the MSC server receives the KASME.
3. Bullet 2 also guarantees a same KASME will never be sent to an MME even if the UE terminates the voice session and starts the handover procedure to 4G. In other word, a KASME will never be used simultaneously by the MSC server as the CKSRVCC||IKSRVCC and by the MME as the anchor key.
According to the above reasons, a natural separation exists between the cases of handover to 4G and SRVCC to UTRAN CS, and there is no need to re-introduce a separation. Therefore, the proposed new FC value is unnecessary and related ENs can also be deleted.
4
Detailed proposal

*************** Start of the 1st Change ****************
6.1
Solution #1.1: Key derivation during SRVCC from 5G to UTRAN CS without direct interface between AMF and MSC server
6.1.1
Introduction

This solution addresses the key issue #1, namely achieving backward security of key derivation during SRVCC from 5G to UTRAN CS if there is no direct interface between the AMF and the MSC server.

6.1.2
Solution details
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Figure6.1.2: key derivation of 5G to UTRAN CS during SRVCC without direct interface between AMF and MSC server
1. The gNB sends Handover Required message to the AMF.

2. The AMF derives a new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context similar to as described in clause 8.6.1 of TS 33.501 [1]. A new FC value may be used.
3. The AMF assigns the value of ngKSI to the eKSI (maps ngKSI to eKSI) and transfers the new K'ASME key and the UE security capability to the MME via PS to CS HO request message.

4. The MME may further derive the CKSRVCC, IKSRVCC based on the new K'ASME key, or treat the received new K'ASME key as the concatenation of the CKSRVCC, IKSRVCC. Then the MME assigns the value of eKSI to KSISRVCC (maps eKSI to KSISRVCC) and transfers CKSRVCC, IKSRVCC with KSISRVCC, downlink 5G NAS COUNT and the UE security capability to the MSC server in PS to CS HO request message.
NOTE: MME and UE need to agree on how CKSRVCC, IKSRVCC are derived (e.g. via a new key generation procedure using K’ASME or treating K’ASME as a simple concatenation of CKSRVCC, IKSRVCC). If a new FC value is not used, a new key needs to be derived.
5. The MSC server sends the PS to CS HO response message to the MME.

6. The MME sends the Forward relocation HO response message including the security parameters in step 4 to the AMF.

7. The AMF sends the HO command to the gNB, in which includes the security parameters in step 6.

8. The gNB sends the HO command to the UE, in which includes the security parameters in step 7. 

9. When the UE receives the message, it derives the new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT, and identifies the CKSRVCC and IKSRVCC as the MME does.

If the SRVCC handover is not completed successfully, the new mapped CKSRVCC, IKSRVCC and KSISRVCC cannot be used. The MSC server enhanced for SRVCC shall delete the newly mapped SRVCC security context for the UE, including CKSRVCC, IKSRVCC and KSISRVCC.
*************** End of the 1st Change ****************
*************** Start of the 2nd Change ****************
7
Conclusions
Conclusion for Key Issue#1: Achieving backward security of key derivation during SRVCC from 5G to UTRAN CS
TR23.756 reuses the existing SRVCC mechanism as much as possible and can minimize the impact on 5GS and UTRAN, therefore the solution #1.1 is selected as the basis for normative work to resolve key issue#1.


Normative work is expected to be reflected in TS 33.501 [1] for this aspect.
Conclusion for Key Issue#2: Security of IMS Emergency Session Handling
Solution#2 is selected as the basis for normative work to resolve key issue#2: Security of IMS Emergency Session Handling. 
Normative work is expected to be reflected in TS 33.501 [1] for this aspect.
Conclusion for Key Issue#3: Protecting the SRVCC capability
Solution #3 is selected to resolve key issue #3 (Protecting the SRVCC capability), and it is expected to be the basis of normative work. Since messages between AMFs during Intra-5G handover are protected using NDS/IP, the security issue related protecting UE SRVCC capability has been addressed and no further normative work is expected.
As solution #1 contains proper key separation for SRVCC handover from 5G to UMTS CS and the introduction of this feature does not include a new way to return to 5G, the introduction of this feature does not weaken the 5G security of operators who do not deploy SRVCC handovers from 5G to UMTS CS.
Editor's Note: Confirmation that solutions do not weaken 5G security (including privacy) for operators not using 5G to UMTS SRVCC needs to be confirmed, as required by SA plenary study agreement. 
*************** End of the 2nd Change ****************
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