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1
Decision/action requested

It is proposed to approve the test case given in this pCR.
2
References

[1]
3GPP TS 33.511 “Security Assurance Specification (SCAS) for the next Generation Node B (gNodeB) network product class”
[2]
3GPP TS 33.216 “Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class”
[3]            3GPP TS 33.501 “Security architecture and procedures for 5G system”
[4]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes
[5]
3GPP TS 33.117 “Catalogue of general security assurance requirements”

3
Rationale

This contribution is proposed to map the requirements and test cases from 33.216[2] to 33.511[1].
4
Detailed proposal 
*** BEGIN OF CHANGE 1***
4.2.2.1.x
AS integrity algorithms selection 

Requirement Name: AS algorithms selection

Requirement Reference: TBA 

Requirement Description:" The serving network shall select the algorithms to use dependent on: the UE security capabilities of the UE, the configured allowed list of security capabilities of the currently serving network entity." as specified in TS 33.501 [3], clause 5.11.2".

"Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator." as specified in TS 33.501 [1], clause 6.7.3.0.
Threat References: TBA

Security Objective References: TBA

Test Case:  the test case in subclause 4.2.2.1.5 of TS 33.261[X] 
*** END OF CHANGE 1***
             *** BEGIN OF CHANGE 2***
4.2.2.1.x
Key refresh at gNB
Requirement Name: Key refresh at gNB

Requirement Reference: TBA 

Requirement Description: "Key refresh shall be possible for KgNB, KRRC-enc, KRRC-int, KUP-int, and KUP-enc and shall be initiated by the gNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KgNB. " as specified in TS 33.501 [3], clause 5.11.2.
Threat References: TBA

Security Objective References: TBA

Test Case: the test case in subclause 4.2.2.1.8 of TS 33.261[X]
*** END OF CHANGE 2***
             *** BEGIN OF CHANGE 3***
4.2.2.1.x
Bidding down prevention in Xn-handovers
Requirement Reference: TBA 

Requirement Description: " In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities , UP security policy with corresponding PDU session ID received from the source gNB to the AMF." as specified in TS 33.501 [3], clause 6.7.3.1."
Threat References: TBA

Security Objective References: TBA

Test Case: the test case in subclause 4.2.2.1.10 of TS 33.261[X]
*** END OF CHANGE 3***
             *** BEGIN OF CHANGE 4***
4.2.2.1.x
AS protection algorithm selection in gNB change
Requirement Name: AS protection algorithm selection in gNB change.

Requirement Reference: TBA 

Requirement Description: " The target gNB shall select the algorithm with highest priority from the UE's 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. " as specified in TS 33.501 [3], clause 6.7.3.1, and clause 6.7.3.2.

Threat References: TBA

Security Objective References: TBA

Test Case: the test case in subclause 4.2.2.1.11 of TS 33.261[X]
*** END OF CHANGE 4***
             *** BEGIN OF CHANGE 5***
4.2.2.1.x
Control plane data confidentiality protection over N2/Xn interface
Requirement Name: Control plane data confidentiality protection over N2/Xn interface
Requirement Reference: TBA

Requirement Description: "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clause 9.2 and 9.4. 

Threat References: TR 33.926 [4], clause C.2.2.1 – Control plane data confidentiality protection.

Security Objective Reference: TBA

Test Case: the test case in subclause 4.2.2.1.1 of TS 33.261[X]
*** END OF CHANGE 5***
             *** BEGIN OF CHANGE 6***
4.2.2.1.x
Control plane data integrity protection over N2/Xn interface
Requirement Name: Control plane data integrity protection over N2/Xn interface
Requirement Reference: TBA

Requirement Description: "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clause 9.2 and 9.4.  
Threat References: TR 33.926 [4], clause C.2.2.2 – Control plane data integrity protection.

Security Objective Reference: TBA

Test Case: the test case in subclause 4.2.2.1.2 of TS 33.261[X]
*** END OF CHANGE 6***
