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1. Overall Description:
SA3 has discussed RAN2 LS on “on security requirements for Integrity protection for DRBs in MR-DC” and would like to provide answers to RAN2 questions. SA3 would like to indicate that UP integrity protection is always based on UP security policy received from the SMF. With that in mind, SA3 would like to provide the following answers:
Q1: Which of the bearer types (MN and SN terminated bearers) need integrity protection for each of NE-DC, NR-DC and NG-EN-DC architectures?
SA3 Answer to Q1:
· For the case of NE-DC:
· MN terminated DRBs for a PDU session can have UP integrity protection activation on. However, in this case, the MN shall not at any point offload any DRB of such PDU session to the SN.
· SN terminated DRBs for a PDU session always have the UP integrity protection activation “off”.
· For the case of NR-DC:
· MN and/or SN terminated DRBs for a PDU session can have UP integrity protection activation either on or off.
· For the case of NG-EN-DC:
· In release 15, both MN terminated and SN terminated DRBs of a PDU session always have UP integrity protection activation off. 
· For all the above cases, all DRBs which belong to the same PDU session shall always have the same UP integrity protection activation, i.e., either on or off.
Q2: When the policy for PDU session is set to “DRB IP preferred”, is it required to activate integrity protection for all MN and SN terminated bearers of the PDU session?  Or can DRB IP be activated differently for MN terminated and SN terminated bearers?
SA3 Answer to Q2:
All DRBs of a specific PDU session shall have the same UP integrity protection activation status regardless of being terminated at the MN or the SN. Similarly, all DRBs of a specific PDU session shall have the same UP ciphering activation status regardless of being terminated at the MN or the SN.

2. Actions:
To RAN2 group.
ACTION: SA3 kindly requests RAN2 to take the above answers into account and let SA3 know if RAN2 still needs any clarification.

3. Date of Next TSG-SA WG3 Meetings:
SA3#94	                28 Jan. – 1 Feb. 2019			Kochi, India
SA3#95	                6-10 May 2019			TBD

