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1
Decision/action requested

This contribution discusses solutions for the Initial NAS message protection and provides a way forward for Rel 15 and Rel 16
2
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3
Rationale

3.1
General

SA#81[2] has sent and LS with Guidance on Initial NAS protection with following Actions to SA3.

 “SA3 is invited to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).  

SA3 to coordinate with SA2 and CT1 accordingly on a potential solution.”

As per the [2], SA requested to investigate how Initial NAS message protection can be extended to cover all the other parameters, with the possible exception of the UE identity. 

Observation 1: The Initial NAS message protection should be further extended to all parameters that are currently signalled as clear text, with the possible exception of the UE identity (i.e., SUCI or 5G GUTI).
SA3 #92-AdHoc sent LS asking to SA2 and RAN2 about guidance on Last Visited TAI and S-NSSAI privacy protection on NAS and Access Stratum Level. 

As per the [3], RAN has suggested, the list of S-NSSAIs can only be sent in “Msg5” during RRC connection establishment procedure, without any encryption.
SA2 responded with LS in [4], SA2 confirmed that S-NSSAI and Last Visited TAI can be encrypted at NAS Level. It also asked us the feedback on the two candidate solutions of privacy protection of the S-NSSAI at the AS Level.
This contribution discusses privacy and optimal AMF selection resulting for the two candidate solutions in [4] and we give a solution proposal to protect S-NSSAI and fulfil the SA guidance on privacy protection of all the IEs [2].
3.2
S2-1811403

Here is the observation of the S2-1811403 solution. 

Observation 2: S-NSSAI is not signaled in RRC in clear text. It also removes the S-NSSAI from AS signaling. 

Observation 3: S-NSSAI is sent in a privacy-protected manner after the NAS connection is established (“Partial Encryption”). 

Observation 4: When S-NSSAI is not signaled in RRC, the initial N2 message always routed to a default AM F for further AMF selection which will result in increased signaling and complexity in the network.
3.2
S2-1811565
Here is the observation of the S2-1811565 solution. 

Observation 5: If HPLMN and the VPLMN policies allow then UE includes NSSAI in RRC connection establishment msg5. 

Observation 6: Based on Serving PLMN indication in Registration Accept the UE either signals S-NSSAI in RRC for all Initial NAS messages as cleartext. When S-NSSAI is signaled in RRC, it is sent as cleartext. 
Observation 7: Default Behaviour if such a policy does not exist then UE does not include the NSSAI in RRC connection message. This option is similar to S2-1811403.

Observation 8: As S-NSSAI is signaled in cleartext this may cause privacy issue and will be against the guiding principle of SA LS [2] as there is no protection in AS for S-NSSAI. With this option, however, AMF selection is efficient and will result in efficient N2 routing.
Nokia Comment: This solution allows to configure the privacy of the NSSAI based on the sensitivity of the Slice and its NSSAI. For privacy sensitive Slices, the NSSAI is protected by default, while it could be relaxed for non sensitive Slices if both HPLMN and serving PLMN allow. So this is not against the SA guiding principle.
Observation 9: When S-NSSAI is not signaled in RRC, the initial N2 message always routed to a default AM F for further AMF selection which will result in increased signaling in the network.
Both of the solutions proposed do not provide simultaneously both S-NSSAI privacy protection in Access Stratum and efficient routing of the initial N2 message
Out of both solutions proposed, S2-1811403 fulfills the SA requirement of privacy. We propose to have S2-1811403 as a way forward for Release 15.
Nokia Comment: SA2 did not ask SA3 to choose a solution, SA2 asked SA3 to give feedback on “SA2 technically endorsed two potential solutions that SA2 would like to share with SA3 and obtain feedback, so that this can be taken into account when formulating the final CR set for consideration in Rel-15”.
We are also of the opinion that addressing both S-NSSAI privacy protection and efficient routing of the initial N2 message requires public key encryption at Access Stratum level. Public key encryption based mechanism for privacy protection can be considered as a future enhancement in the Rel-16 timeframe. 
4
Detailed proposal

Following table summarizes the above observations.
	
	Privacy 
	Signalling Overhead
	Complexity 

	S2-1811403
	Yes, Fulfills the SA privacy requirement
	No, Increased signaling due to default AMF to Target AMF reallocation
	No

	S2-1811565
	No, Privacy Protection
	Yes*. If Policies allows it.
	Yes* implementation is complex. Protocol Changes are required to support this behavior.


SA2 didn’t request to evaluate complexity complexity or signalling ovehead, but just privacy aspects only .

Following table summarizes the above observations correctly.
	
	Privacy 

	S2-1811403
	Yes, Fulfills the SA privacy requirement

	S2-1811565
	Yes, Fulfills the SA privacy requirement


Proposal 1: It is proposed that Solution proposed in S2-1811403 are deemed acceptable from a security point of view and fulfill the guidance listed in LS from SA [2]
Proposal 2: It is proposed to choose Solution S2-1811403 as a baseline for normative work for the protection of the Initial NAS solution. 
Nokia Comment: SA3 should refrain from choosing a solution.
Proposal 3: We also propose that for Release 16, SA3 should agree that to provide both Privacy requirement and Optimal AMF selection, solutions based on public key encryption at the AS level should be considered as the candidate solution. 

