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1
Decision/action requested

SA3 is kindly asked to discuss the issue in SA3’s understanding of wildcard certificates and agree on the proposed solution in clause 4.
2
References

[1] RFC 2818 : 
HTTP over TLS.
3
Rationale
The FQDN consists of two parts: the hostname and the domain name. A fully qualified domain name is always written in this format: [host name].[domain].[tld]. For example, a mail server on the example.com domain may use the FQDN mail.example.com.
Issue with wildcard certificates

RFC 7230 states that: 

The process for authoritative access to an "https" identified resource is defined in [RFC2818].
And clause 3.1 of RFC 2818 states that: 

Names may contain the wildcard character * which is considered to match any single domain name component or component fragment. E.g., *.a.com matches foo.a.com but not bar.foo.a.com. f*.com matches foo.com but not bar.com.
In other words, wildcard applies only to just one label of the domain name.

In the example given below, 

label2.label1.TLD where label1 represents domain name and Label2 represents subdomain name.
According to RFC 2818, if the wildcard certificate contains *.domain.name, it will only match www.domain.name andnot zzz.www.domain.name. 

Therefore, if SEPP is configured with a wildcard certificate: "*.cSEPP.own_network.tld",  wildcard is valid ONLY for single-level subdomains of "cSEPP.own_network.tld", but not for multi-level subdomains. It means that the certificate above will be valid for, e.g.: "host1.cSEPP.own_network.tld", but will NOT be valid for: "host1.subdomain.cSEPP.own_network.tld". 
Let’s say the target NF has the following FQDN with multiple subdomains,
server1.udm-subdomain.mnc123.mcc456.3gppnetwork.org
This cannot be handled by a wildcard certificate of the form “*.cSEPP.own_network.tld”. 
A solution is needed to handle target FQDNs that have more than one label.
4
Proposed Solution
In the proposed solution, the receiving SEPP (assuming that’s entity that generates the telescopic FQDN) first collapses multi-level subdomains into one level by replacing the “dot” that separates each label in the FQDN with a unique delimiter (which is defined by stage 3) and then converts the FQDN into a telescopic FQDN.
In the following example, UDM’s FQDN is shown with the Home network domain as the trailing part
server1.udm-subdomain.5gc.mnc123.mcc456.3gppnetwork.org

Let’s say the delimiter is ---

As the first step, the receiving SEPP replaces “.” with “’---"
server1---udm_subdomain---mnc123---mcc456---3gppnetwork---org

As the second step, the receiving SEPP converts the string to a telescopic FQDN by appending its own domain name. 

server1---udm_subdomain---mnc123---mcc456--3gppnetwork---org

becomes

server1---udm_subdomain---mnc123---mcc456--3gppnetwork---org.cSEPP.own_network.tld
This ensures that certificate match during TLS handshake between NF service consumer and cSEPP succeeds.
When the SEPP receives a message with the telescopic FQDN as the Request URI, it removes its own domain name that was added as the trailer part, and then replaces the delimiter with a "." to generate the original FQDN. 
5
Conclusion
SA3 is requested to agree on a solution based on the proposal in clause 4. An LS may be sent to CT4 informing them about the same.
