3GPP TSG SA WG3 (Security) Meeting #93
S3-183531
12-16 November 2018, Spokane (US)
revision of
Source:
China Mobile
Title:
A key issue: Security and privacy aspects related to Network Slice specific access authentication and authorization
Document for:
Approval


Agenda Item:
8.11

1
Decision/action requested

This contribution proposes a new key issue on Security and privacy aspects related to Network Slice specific access authentication and authorization
2
References

[1]TR22.904 Study on user centric identifiers and authentication V16.0.0

[2] TR23.740 Study on Enhancement of Network Slicing V0.4.0

3
Rationale





For the solution developed in the FS-eNS study led by SA2 for Network Slice specific access authentication and authorization, the security and privacy aspects should be studied including: 
-
The security of the User ID and credentials in UE storage, transmition and network storage.
-
The security of the interaction between the 3rd party entities and the network functions performing slice authorization and authentication. As well as the interaction between the network functions performing slice authorization and authentication and the related MNO NFs such as AMF, SMF or NSSF.
4
Detailed proposal





pCR

***
BEGIN CHANGES
***

X
 Key issues
X.Y
Key Issue #X: Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization
X.Y.1
Description
In Rel-16, after mandatory primary authentication performed by MNO which is to control the access to MNO’s network, slice authentication may be needed to control the access to the specific slice service and to support User centric identifier and authentication.

-
Access control on slice service or slice resource: TR 23.740[2] on enhancement of Network Slicing includes studies on how to provide additional Network Slice Access authentication and authorization specific for the Network Slice. Network Slice Access may need to be controlled by entities besides MNO. 

-
User centric identifier and authentication: TR 22.904[1] aims to study the introduction of an optional, user-centric authentication layer on top of the existing subscription authentication, supporting various authentication mechanisms and interactions with external authentication systems as well as a degree of confidence. It gives some use cases including: Slice authentication by 3rd party. It mentions slice authentication can support user centric identifier and authentication apart from the MNO credential and authentication and thus allows users to have access to the specific slice service(e.g., different tires of gaming services) regardless of device used based on the user’s subscription to the slice service.
The access control to Network Slices requires additional authorization and authentication uses a User ID and credentials, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access) and that takes place after the primary authentication which is still required between the UE and the 5GS for PLMN access authorization and authentication.
This KI will address: Security and privacy aspects related to access control to Network Slices that require additional authorization and authentication including:
-
How to protect the security of the User ID and credentials in UE storage, transmition and network storage?

-
As the Network Slice Access may be controled by entities besides MNO, how to protect the security of the interaction between the 3rd party entities and the network functions performing slice authorization and authentication. As well as the interaction between the network functions performing slice authorization and authentication and the related MNO NFs such as AMF, SMF or NSSF?
***
END OF CHANGES
***
