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1
Decision/action requested

Endorse the following proposal:

Maximum output size of SUPI concealment scheme is 3000 octets + length of scheme-input.
The proposal is implemented in the draft-CR S3-183524. 
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Rationale

3.1

Introduction

Currently, TS 33.501 [1] lacks a maximum output size of SUPI concealment schemes. Determining such a maximum size is important for protocol design and for the possibility to discard SUCIs exceeding such a maximum size.

SA3 has discussed the issue with CT1 and CT4 in the LSes [2], [3] and [4]. CT1 responds that

"there is a limitation in rel-15 on the UE to RAN interface in the lower layers of maximum 8188 octets for option 5 and 9k octets for option 2 (PDCP layer)."

CT4 responds that

"even when there are no clear upper limits defined by the relevant standards used in the protocol definitions under CT4's remit, very large sizes of scheme output for SUCI may require specific software tuning and configuration and might result in inter-operability issues"

and 

"specific implementations of client and server HTTP software may impose their own limits (e.g. URI sizes above 2,048 octets, or URIs with path segments above 256 octets, have been found problematic with certain software implementations."
3.2

Estimates of scheme output

Standardization of quantum-resistant schemes is not yet finished. However, estimates on the possible scheme-output could be drawn from the submitted candidates to the NIST competition. It seems a reasonable assumption that a lattice-based scheme for key encapsulation would be used for SUPI concealment. The length of SUPI concealment schemes output minus length of input would then correspond to the length of the key encapsulation output.

In the following, we list the size of key encapsulation output for several lattice-based candidate schemes for the NIST competition.

NIST Level 1 (attacks against the IND-CCA security, both quantum and classical, should require at least resources comparable to key search on a block cipher with a 128-bit key [5, §4.A.5])

- 
NewHope512-CCA-KEM: 1120 octets [6, Table 3] (next sized parameters (NIST Level 5) for NewHope have key encapsulation size 2208 octets)

- 
Kyber512-CCAKEM: 800 octets [8, Table 2]

NIST Level 3 (attacks should require resources comparable to key search on on a block cipher with a 192-bit key):

- 
Kyber768-CCAKEM: 1152 octets [8, Table 2]

NIST Level 5 (attacks should require resources comparable to key search on on a block cipher with a 256-bit key):

- 
Kyber1024-CCAKEM: 1504 octets [8, Table 2]
- 
kem/sntrup4591761: 1047 octets [7, §5.3]

- 
kem/ntrulpr4591761: 1175 octets [7, §5.3]

From the above examples, it seems a reasonable assumption that a future lattice-based quantum-resistant SUPI concealment scheme produces a scheme-output of < 2000 octets (key encapsulation) + 128 octets (MAC length) + length of scheme-input. For the sake of carefulness, it seems reasonable to assume a maximum size of 3000 octets + length of scheme-input.
3.3 
Relating estimate of scheme output to restrictions from protocol design
The limitation of ~8000 octets from the PDCP layer seems not to be a problem. Even with a SUCI of maximum size 3000 octets + length of scheme-input, this would still leave ~5000 octets for the scheme-input (i.e. SUPI) and of course the other parts of the message.
It however seems difficult to achieve a maximum size of 256 octets with a quantum-resistant scheme.
4
Detailed proposal

Proposal: Maximum size of SUPI concealment scheme output is 3000 octets + length of scheme-input.
See also related draft-CR S3-183524.
