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1
Decision/action requested

Introducing some background for the new VERTICAL_LAN_SEC study and motivating a set of pCRs for TS 33.819
2
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Rationale

3.1 Background

SA1 works on new service requirements for services in vertical domains as part of two work items agreed: 
· cyberCAV (Service requirements for cyber-physical control applications in vertical domains) and 
· 5G LAN (LAN Support in 5G). 
The corresponding requirements are documented in studies TR 22.804 [1] and TR 22.821 [2], respectively and the Stage 1 normative work is documented in a dedicated clause on 5G LAN in TS 22.261 [3] and TS 22.104 [4]. 

SA2 studies system enhancements to support these new vertical service requirements in work item 
· FS_Vertical_LAN (System enhancements required for 5G services)

The TR 23.734 [5] captures the results. 

Work started in the vertical sector with new definitions for networks, previously called type-a network and type-b network. A type-a network is not public network but provides service continuity and roaming with a PLMN. A type-b network is a completely isolated 3GPP network, i.e. not interacting with a PLMN. Since these definitions created confusion, there has been recently an update and 3GPP specs refer now to “non-public networks” (NPN) only to avoid confusion (agreed by S1-182756). The definition reads:

· Non-public network (NPN): a network that is intended for non-public use.

Thus, NPN refers to a specific type of network usage. By formulating explicit service requirements, it then becomes precise to distinguish the different deployment options with limitations/conditions, e.g. whether the system works in isolation (private network) or whether a feature such as service continuity is allowed also in roaming scenarios between a PLMN and a NPN. Further network slicing could be used to create a NPN.
3.2 Reference to SA2 study

The objective and scope of SA2 study is to study enhancements to 5GS that are required to fulfil Stage-1 service requirements in vertical domains defined in TS 22.261 [3] and TS 22.104 [4]:
-
Enablers (e.g. time synchronization of packet delivery in each hop) to support Time Sensitive Networking, and industrial control use cases specified by Stage 1.

-
Architecture enhancements required to support security requirements.

NOTE 1:
Security aspects will be studied in cooperation with SA3.
-
Enhancements to the 5G system to support 5GLAN service.

-
Enhancements to service exposure via APIs for 3rd party use of functionalities e.g. for information regarding the geographic location of coverage area of non-public network;

-
Enablers to support new KPIs (e.g. 5QI) to meet service requirements of vertical;

-
Support for non-public networks:

-
Support for UEs being registered in non-public network and a PLMN when the UE supports credentials required for non-public network and credentials required for a PLMN and is able to maintain both registrations independently.

-
Support for roaming, mobility and service continuity between PLMN and non-public networks (e.g. for mobility from non-public networks to PLMN) with direct interaction between non-public networks and PLMN.

NOTE 2:
While support for stand-alone operation of non-public network and interworking between PLMN and non-public networks is one of the objectives of the study, there is no assumption that either are required in all deployment scenarios.

NOTE 3:
The objectives are subject to alignment with the corresponding normative work of TS 22.261 [3] and TS 22.104 [4] that is still ongoing in SA WG1.
3.3 Objective of SA3 study
The objective of this new technical report (called TR 33.819 [6]) is to study whether security enhancements are needed 
· to fulfil the requirements in vertical domains defined in TS 22.261 [3] and TS 22.104 [4]; and 

· to address the solutions described by FS_Verticals_LAN [5] and 5G LAN [7] studies.  
Potential security requirements are provided and possible security architecture enhancements to 5GS in vertical domains are proposed that support these security requirements. 
3.4 Definitions from SA1/SA2 

5GLAN Group: a set of UEs using private communication for 5G LAN-type service.

5G LAN-type service: a service over the 5G system offering private communication using IP and/or non-IP type communications.
5G LAN-virtual network (5G LAN-VN): a virtual network capable of supporting 5G LAN-type service. 

5GLAN one to one communication: communication between two UEs in a 5GLAN group.

5GLAN one to many communication: communication between one UE and many UEs in a 5GLAN group.
IEEE Time Sensitive Networking (TSN): A set of standards to define mechanisms for the time-sensitive (i.e. deterministic) transmission of data over Ethernet networks under development by the Time-Sensitive Networking task group of the IEEE 802.1 working group.

Non-public network: a network that is intended for non-public use.
private communication: a communication between two or more UEs belonging to a restricted set of UEs (i.e., UEs that are members of the same 5G LAN-VN).

Time Sensitive Communication (TSC): A communication service that supports deterministic communication and/or isochronous communication with high reliability and availability. It is about providing packet transport with bounds on latency, loss, packet delay variation (jitter), and reliability, where end systems and relay/transmit nodes can be strictly synchronized.
3.5
CyberCAV security requirements proposed for inclusion in 22.261
The following set of security requirements has been proposed in CR S1-183113 [8] (for SA1#84) to be added to TS 22.261.
· Authentication
The 5G system shall support a suitable framework (e.g., EAP) allowing alternative (e.g., to AKA) authentication methods with different types of identities and credentials to be used for UE network access authentication in non-public networks.

NOTE:
 Non-public networks can use 3GPP authentication methods, identities, and credentials for network access but are also allowed to utilize non-AKA based authentication methods such as provided by the EAP framework.

· Data security and privacy

The 5G system shall support data integrity protection and confidentiality methods that are optimized for URLLC and energy constrained devices. 

The 5G system shall support a mechanism to verify the integrity of a message as well as the integrity of the sender of the message.

The 5G system shall provide a mechanism for denial-of-service prevention.

The 5G system shall support encryption for URLLC services within the requested end-to-end latency.  

3.6 Scope of SA3 work
3.6.1 Analysing key issues from TR 23.734


Resulting from TR 23.734 key issues the following security interest has been identified and may be addressed by this technical report:

	Current set of key issues 
listed in TR 23.734
	Security interest / implications &
identifying potential key issues for SA3 TR 33.819

	Key Issue #1: Network discovery, selection and access control for non-public networks
	Access control and authentication are related security topics. Authorization of the UE usually will be determined, when the UE tries to attach to a network and attempts to authenticate. A UE should know how to discover the network it wants to access and how to authenticate the network and get itself authenticated. If a UE wants to access the NPN, it must be clear which authentication methods to use. SA3 may want to study, which authentication methods are suitable in the NPN environment, and which identifiers and credentials are needed for them.

	Key Issue #2: Network Identification for non-public networks
	The key issue studies network identification for non-public networks. This is an architectural concept and no security implications are foreseen. It is assumed that the UE is provisioned with network identification and access credentials, though there is no security procedure is involved in this stage.

	Key issue #3: Enablers to support Time Sensitive Networking (TSN)
	The support for Time Sensitive Networking (TSN) in 5G System may introduce new security challenges due to very low latency. SA3 may study as part of SID URLLC whether crypto as currently specified in Rel-15 can fulfil these requirements by TSNs. 

	Key Issue #4: Support of 5G LAN-type service
	A 5G LAN-type service is for example, in the enterprise environment, if equipment like smartphone, laptop may communicate with each other within a 5GLAN Group. The 5GLAN Group may be dynamically created by an operator or possibly requested by Application Function via service exposure.

	Key Issue #5: Support of 5GLAN communication
	Key issue about support of efficient 5GLAN communication, including IP-type 5GLAN communication and Ethernet-type 5GLAN communication, between two or more UEs within a 5GLAN group.

	Key issue #6: Accessing PLMN services via non-public networks and vice versa
	If a UE is authorized to use both a Public PLMN and non-public networks, it should be studied whether specific adaptation for authentication in handover scenarios is needed for the UE to obtain service continuity for services offered by Public PLMN via non-public network and vice versa. In particular, how to secure the switch between the two networks? How to make sure that only authorized UEs can switch between the two networks? How to provide access to Public PLMN offered services (e.g. voice services) while accessing the non-public network.

It is assumed that the UE requires the credential needed for Public PLMN in order to access and obtain Public PLMN offered services. Similarly, it is assumed that the UE requires the credential needed for non-public network in order to access and obtain non-public offered services.

SA3 may want to study the security implications for authentication, if the UE is able to remain registered in both a PLMN (using the credential needed for Public PLMN) and a non-public network (using the credential needed for non-public network) when NR is deployed in both the PLMN and the non-public network.

Also, the possibility to register in both networks raises the question, if the current Rel-15 approach of primary authentication to a PLMN and then using secondary authentication to a data network is applicable for NPNs.


3.6.2 Identified key issues with security interest

From above analysis of proposed SA1 security requirements and SA2 key issues, the following key issues have been identified to be tackled with the highest priority within this SA3 study:
· KI#1: Primary authentication to a NPN using EAP.
· If the NPN is set up for and operated with UEs having their specific NPN credentials, EAP authentication between the UE and NPN need to be supported. Any EAP method could be used for the primary authentication. 
· Potential requirement: NPN shall be able to support any EAP method configured by the NPN operator.

· KI#2: Primary authentication to a NPN using 5G Rel-15 authentication methods

· This key issue assumes NPN uses credentials like in 5G and UEs registered in a NPN have 5G Rel-15 like credentials and use one of the mandatory authentication methods 5G AKA or EAP-AKA' to authenticate of the NPN operator. 
· Potential requirement: NPN shall be able to support 5G AKA or EAP-AKA' if configured by the NPN operator.

· KI#3: Primary authentication to a NPN using alternative authentication methods than specified for Rel-15 for devices that do not support IMSI based SUPI
· This key issue is related to SA1 requirement on support of a suitable authentication framework allowing alternative non-Rel-15 authentication methods. It assumes UEs registered in a NPN have no 5G Rel-15 credentials, e.g. due to UEs having no UICC and therefore no support of IMSI based SUPI. It need to be investigated, what are the suitable authentication methods for such scenarios in the vertical domain when UEs have different types of identities and credentials to be used for UE network access authentication in non-public networks. Thus, this key issue is about defining an authentication framework for primary authentication to a NPN using authentication methods than specified for Rel-15 for devices that support or do not support IMSI based SUPI.

· Potential requirement: The 5G system shall support for NPN a suitable authentication framework suitable for different types of identities and credentials to be used for UE network access authentication.
· KI#4: Accessing PLMN services via non-public networks and vice versa 
· This key issue will study how a UE, if otherwise allowed will access a PLMN and an NPN. A PLMN need to authenticate a UE for network access and to grant service over PLMN network. But where SLAs allow between a PLMN operator and an NPN operator, it need to be studied what security model could be adopted with authentication in both networks or authentication in only one of the networks.
· Potential requirement: The 5G system shall support an authentication framework suitable for different types of identities and credentials to be used for UE network access authentication allowing communication in both, PLMN and NPN.
· KI#5: Verification of the integrity of a message 

· This key issue addresses the first part of the following security requirement, proposed for TS 22.261 [1] inclusion: "The 5G system shall support a mechanism to verify the integrity of a message as well as the integrity of the sender of the message."

· Threat: If no means for integrity protection of a message are provided, an attacker could alter the message.

· Potential requirement: Messages shall be integrity protected, if not done on application layer.
· KI#6: Non-repudiation of the sender of a message
· This key issue addresses the second part of the following security requirement, proposed for TS 22.261 [1] inclusion: "The 5G system shall support a mechanism to verify the integrity of a message as well as the integrity of the sender of the message."

· Threat: If the identity of the sender cannot be proven, an attacker could send fake messages in the NPN on behalf of another user or device.
· Potential requirement: Non-repudiation of the sender of a message shall be possible.
4
Detailed proposal

It is proposed to agree on a set of pCRs for the newly created TR 33.819 on vertical LAN security.
pCR S3-183487 on scope

pCR S3-183496 on definitions and abbreviations
pCR S3-183497 on references
pCR S3-183489 giving a high-level overview of security aspects
pCR S3-183490 on key issue 1 on primary authentication using EAP
pCR S3-183491 on key issue 2 on primary authentication in NPN using Rel-15 authentication methods
pCR S3-183492 on key issue 3 on authentication framework for NPN using alternative authentication
pCR S3-183493 on key issue 4 on security implications for accessing PLMN services via NPN and vice versa 
pCR S3-183494 on key issue 5 on verification of the integrity of a message 

pCR S3-183495 on key issue 6 on non-repudiation of the sender of a message
