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Decision/action requested

Propose a new key issue on monitored security features in TR33.813
2
References

[1]
3GPP TS 28.530 V15.0.0 (2018-09) Management and orchestration; Concepts, use cases and requirements
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Rationale




As elaborated in TS28.530 [1], network operators may provide communication service customers with services that allow them to monitor the network and service status information (e.g. service performance, fault information, traffic data etc.). However, it is not clear whether security features, together with relevant data, can be monitored and, if so, what kind of security features or information can be monitored. 
The objective of this contribution is to propose a new key issue to study whether security features/data can be monitored and, if so, what they are.
4
Detailed proposal

pCR
***
BEGINNING of 1st CHANGES
***

Z
Key issues
Z.X
Key Issue #X: Security features for monitoring
Z.X.1
Key issue details

As elaborated in TS28.530 [1], network operators may provide communication service customers with services that allow them to monitor the network and service status information (e.g. service performance, fault information, traffic data etc.). 
However, it is not clear whether security features, together with relevant data, can be monitored and, if so, what kind of security features or information can be monitored. 

The objective of this contribution is to study whether security features/data can be monitored and, if so, what slice-specific security features that can be made visible or monitored in the slice management system. 
Z.X.2
Security threats or disadvantages
Some applications or network optimization may require monitoring security related performance or measuring security related data, e.g. how many users failed to be authenticated in certain period of time, how many users accessing through 5G-AKA or EAP-AKA etc. There would be a gap between the demand and supply if the required data/performance measurement is not visible or available for monitoring. Further, if the security characteristics are not identified and standarized, the customers would not be able to obtain the security services meeting their needs in a consistent way and it would also be costly for operators to provide these services. 

Z.X.3
Potential Security requirements



Security characteristics that can be offered to customers for monitoring shall be identified explicitly.   
***
END OF 1st CHANGES
***
***
BEGINNING OF 2nd CHANGES
***
Instruction to Rapporteur: Add in the following references
[1]
3GPP TS 28.530 V15.0.0 (2018-09) Management and orchestration; Concepts, use cases and requirements
***
END OF 2nd CHANGES
***
