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1
Decision/action requested

This contribution proposes a pCR for a key issue to TR 33.825.
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3
Rationale





According to TR 33.841[1], 256-bit security algorithms over air interface is introduced to mitigate the risk of quantum computing attack. This 256-bit security algorithms may be added into R16. Currently, for LTE systems and R15, the key length of the security algorithms is 128-bit. This means the terminal device and base station for 5G could choose 256-bit algorithms to encrypt and integrity protect data and signals between them.

However, a lot of papers show that for 256-bit AES, there will be 30%~40% increase of time delay comprared with 128-bit AES. 

For uRLLC which requires ultra low latency, if the security algorithms are required to meet the requirement, it is recommended to use the algorithm with small delay.

This proposal aims to introduce a key issue to investigate the considerations of security algorithm for uRLLC.  
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Considerations of security algorithm for uRLLC
5.X.1
Key issue details

256-bit security algorithms may be supported to mitigate the risk of quantum computing attack. It is known that Grover quantum algorithm can weaken the security of symmetric algorithms like AES, ZUC and Snow3G. This means the terminal device and base station for 5G could choose 256-bit algorithms to encrypt and integrity protect data and signals between them.

However, a lot of papers show that for 256-bit AES, there will be 30%~40% increase of time delay comprared with 128-bit AES.

For uRLLC which requires ultra low latency, if the security algorithms are required to meet the requirement, it is recommended to use the algorithm with small delay.

5.X.2
Security threats

If the algorithms with long length key is used, the requirement of ultra low latency for uRLLC service may be impacted.

5.X.3
Potential Security requirements

The 5G System shall reach a compromise between algorithm key length selection and ultra-low latency.
*************** End of Change ****************
