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Decision/action requested

It is proposed to approve this KI.
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Rationale

The 5G-RG is deployed in customer premises which could be accessed and modified easily. Besides, the 5G-RG can connect to the Internet so that it suffers attacks through the Internet. So the secure boot is critical to the 5G-RG. 
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Detailed proposal 
*** BEGIN OF CHANGE 1***
5.X
Key Issue #X: Secure boot of 5G-RG
5.X.1
Key issue details

Based on solutions in 23.716 [2], it can be concluded that the 5G-RG is a normal UE from 5GC point of view, and a non-3GPP access from 5GC capable UE point of view. 
As the 5G-RG is located in the customer premises, it can be accessed from the Internet. 
5.X.2
Security threats

5G-RG is deployed in customer premises which is much easier to be physically accessed by an attacker. The attacker can easily replace the operator issued UICC in the 5G-RG with a compromised  UICC card which then can be used to collect UE privacy related information or even gain control of the 5G-RG to mount DoS attack to the devices behind it. 

When the 5G-RG connects to the Internet as a CPE, it could be more prone to the internet attacks. If a large number of 5G-RGs are controlled by an attacker, the 5G-RGs can request to connect to the network at the same time, which leads to signalling storm to the 5GC.

5.X.3
Potential Security requirements

The 5G-RG shall be setup and configured securly.
*** END OF CHANGE 1 ***

