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*************** Start of Change 1 ****************
13.2
Application layer security on the N32 interface 

Editor's Note: This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.6. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
13.2.1
General

The internetwork interconnect allows secure communication between service-consuming and a service-producing NFs in different PLMNs. Security is enabled by the Security Edge Protection Proxies of both networks, henceforth called cSEPP and pSEPP respectively. The SEPPs enforce protection policies regarding application layer security thereby ensuring integrity and confidentiality protection for those elements to be protected.

It is assumed that there are interconnect providers between cSEPP and pSEPP. The interconnect provider the cSEPP's operator has a business relationship with is called cIPX, while the interconnect provider the pSEPP's operator has a business relationship with is called pIPX. There could be further interconnect providers in between cIPX and pIPX, but they are assumed to be transparent and simply forward the communication.

A NF on the consumer side sends a message to a NF on the producer side. If this communication is across PLMN operators, as shown in Figure 13.2.1-1 below, the cSEPP receives the message and applies application layer protection, as defined in the present specification. The pIPX and cIPX can offer services that require modifications of the messages transported over the interconnect interface. These modifications are appended to the message and reflect the desired changes. The pSEPP, which receives the message, validates the message, extracts the original message and applies the patches by intermediaries. The pSEPP then forwards the message to the destination NF if the validations succeed.
The N32 interface consists of 

-
N32-c connection, for management of the N32 interface, and

-
N32-f connection, for sending of JOSE protected messages between the SEPPs.
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Figure 13.2.1-1: Overview of N32 Application Layer Security

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
13.2.2
N32-c connection between SEPPs

13.2.2.1
General

When the SEPPs have mutually authenticated each other and when the negotiated the security mechanism to use over N32 is Application Layer Security, the SEPPs use the established TLS connection (N32-c connection) to negotiate the N32 specific associated security configuration parameters.

The N32-c connection is used for the following:

-
Key agreement: The SEPPs independently export keying material associated with the established N32-c connection between them and use it as the pre-shared key for generating the shared session key required. This is based on RFC 5705 [59] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of RFC 8446 [60] is used.

-
Parameter exchange: The SEPPs exchange security related configuration parameters that are needed by the SEPPs to protect HTTP messages exchanged between the two Network Functions (NF) in their respective networks. 

-
Error handling: The receiving SEPP sends an error signalling message to the peer SEPP when it detects error on the N32 interface.

The following security related configuration parameters may be exchanged between the two SEPPs:

a. Modification policy – Modification policy, as specified in clause 13.2.3.4, indicates which IEs can be modified by an IPX provider of the sending SEPP.

b. Cipher suites for confidentiality and integrity protection when Application layer security is used to protect HTTP messages between them.

c. N32-f precontext identifier values, that’s used by each SEPP to identify the set of security related configuration parameters, when it receives a protected message from a SEPP in a different PLMN.

Editor’s Note: Whether supported confidentiality protection and integrity protection methods need to be negotiated is FFS.

*************** End of Change 2 ****************
*************** Start of Change 3 ****************
13.2.2.2
Procedure for Key agreement and Parameter exchange

1. The two SEPPs perform a cipher suite negotiation to agree on a cipher suite to use for protecting NF service related signalling over N32-f.

1a. The SEPP which initiated the TLS connection sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s supported cipher suites. The cipher suites are ordered in initiating SEPP’s priority order. The SEPP provides a N32-f precontext ID for the responding SEPP. The precontext IDs are 32-bit random integers, represented as 0-left padded strings of hexadecimal digits
1b. The responding SEPP compares the received cipher suites to its own supported cipher suites and selects, based on its local policy, a suite, which is supported by both initiating SEPP and responding SEPP.
1c. The responding SEPP sends a Parameter Exchange Response message to the initiating SEPP including the selected cipher suite for protecting the NF service related signalling over N32. The responding SEPP provides a N32-f precontext ID for the initiating SEPP.

1d. The SEPPs create the N32-f context Id as follows:

Initiater's N32-f precontext ID | responder's N32-f precontext ID

2. The two SEPPs may perform exchange of Data-type encryption policies and Modification policies. Both SEPPs shall store the protection policies sent by peer SEPP:

2a. The SEPP, which initiated the TLS connection, sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s protection policies listed in clause 13.2.3. 

2b. The responding SEPP shall store the policies if sent by the initiating SEPP. 
2c. The responding SEPP sends a Parameter Negotiation Response message to the initiating SEPP with the selected values for the parameters sent in step 2a and responding SEPP’s suite of protection policies.

2d. The initiating SEPP shall store the protection policy information if sent by the responding SEPP, 

3. The two SEPPs shall exchange IPX security information lists. 

4. The two SEPPs export keying material from the TLS session established between them using the TLS export function as specified in RFC 5705 [61] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of RFC 8446 [60] is used. The exported key shall be used as the master key to derive session keys and IVs for the N32-f context as specified in clause 13.2.4.4.1.
5. The two SEPPs start exchanging NF to NF service related signalling over N32-f and keep the TLS session open for:

-
any further N32-c communication that may occur over time while application layer security is applied to N32-f, or
-
any further N32-c and N32-f communication, if TLS is used to protect N32-f.

Editor’s Note: The exact message names are FFS.
*************** End of Change 3 ****************
*************** Start of Change 4 ****************
13.2.4
N32-f connection between SEPPs
13.2.4.1
General

The SEPP receives the HTTP/2 request/response messages from the Network Function. It performs the following actions on these messages before they are sent on the N32-f interface to the SEPP in the other PLMN:

a) It parses the incoming message and reformats it to produce the input to JWE (clause 13.2.4.3).

b) It applies JSON Web Encryption (JWE) [59] on the input created in a) to protect the reformatted message (clause 13.2.4.4).

c) It encapsulates the resulting JWE object into a HTTP/2 message (as the body of the message) and sends to the SEPP in the other PLMN over the N32-f interface.

The path between the two SEPPs may take them via the cIPX and pIPX nodes. These IPX nodes may modify messages as follows:

a) The IPX node recovers the unencrypted (cleartext) section of the HTTP message (in the JWE object), modifies it according to the modification policy, and calculates an "operations" JSON Patch object. It creates a temporary JSON object with "operations" and few other parameters for replay protection etc. (clause 13.2.4.5.1).

b) The temporary JSON object is input into JSON Web Signature (JWS) [45] to create a JWS object (clause 13.2.4.5.2).

c) The JWS object is appended to the received message and sent to the next hop.

The JWS objects generated by the two IPX providers form an auditable chain of modifications that are applied to the parsed message at the receiving end after verifying that the patches conform to the modification policy.

Encryption of IEs take place end to end between cSEPP and pSEPP.

*************** End of Change 4 ****************
*************** Start of Change 5 ****************
13.2.4.3
Message reformatting in sending SEPP

13.2.4.3.1
dataToIntegrityProtect

13.2.4.3.1.1
clearTextEncapsulatedMessage

This is a JSON object that contains the non-encrypted portion of the original message and consists of the following objects:

1.a) Pseudo_Headers – the JSON object that includes all the Pseudo Headers in the message. 

- For HTTP Request messages, the object contains entry each for the ":method", ":path", ":scheme" and ":authority" pseudo headers. 

NOTE:
If the "path" pseudoheader contains multiple parts separated by a slash (/) or includes a query parameter (following a "?"), an array is used to represent :path, with one element per part of the path (i.e. per "directory"). This enables ciphering individual element of the path (e.g. if SUPI is passed).

- For HTTP Response messages, the object contains the ":status" pseudo header.

1.b) HTTP_Headers - All the headers of the request are put into a JSON object (map) called HTTP_Headers, with the header name as "key" and the header value as "value". 

1.c) Payload – the JSON object that includes the content of the payload of the HTTP message. Each attribute or IE in the payload shall form a single entry in the Payload JSON object. If there is any attribute value that requires encryption, it shall be moved into the dataToIntegrityProtectAndCipher JSON object (clause 13.2.4.3.2), and the original value in this element shall be replaced by the index in the form {"encBlockIdx": <num>} where "num" is the index of the corresponding entry in the dataToIntegrityProtectAndCipher array.
*************** End of Change 5 ****************
*************** Start of Change 6 ****************
13.2.4.4
Protection using JSON Web Encryption (JWE)

Protection of reformatted HTTP messages between SEPPs shall use JSON Web Encryption (JWE) as specified in IETF RFC 7516 [59]. All encryption methods supported by JWE are AEAD methods that encrypt, and integrity protect "plaintext" in one single operation and can additionally integrity protect additional data.

The dataToIntegrityProtectAndCipher and dataToIntegrityProtect blocks shall be input to JWE as plaintext and JWE Additional Authenticated Data (AAD) respectively. The JWE AEAD algorithm generates JWE encrypted text (ciphertext) and a JWE Authentication Tag (Message Authentication Code). The ciphertext is the output from symmetrically encrypting the plaintext, while the authentication tag is a value that verifies the integrity of both the generated ciphertext and the Additional Authenticated Data.

If the dataToIntegrityProtectAndCipher is not present in the rewritten HTTP message, the JWE plaintext shall be set to the string "NULL". The JWE AEAD algorithm will generate ciphertext and an authentication tag, but the ciphertext will not contain meaningful information.

The Flattened JWE JSON Serialization syntax shall be used to represent JWE as a JSON object.

The session key shared between the two SEPPs, as specified in clause 13.2.4.4.1, shall be used as the Content Encryption Key (CEK) value to the algorithm indicated in the Encryption algorithm ("enc") parameter in the JOSE header. The algorithm ("alg") parameter in the JOSE header denoting the key exchange method shall be set to "dir", i.e. "Direct use of a shared symmetric key as the CEK". 

The 3GPP profile for supported cipher suites in the "enc" parameter is described in clause 13.2.4.9. 

If AES GCM is used for AEAD the security considerations in 8.4 of RFC 7516 [59] shall be taken into account.  In particular, the same key shall not be used more than 232 times and an IV value shall not be used more than once with the same key.

The generated JWE object is transmitted on the N32-f interface in the payload body of a SEPP to SEPP HTTP/2 message.
*************** End of Change 6 ****************
*************** Start of Change 7 ****************
13.2.4.5.2
Modifications by IPX

NOTE: 
It is assumed that operators act as a certification authority for IPX providers they have a direct business relationship with. In order to authorize N32-f message modifications, operators sign a digital certificate for each of these IPX providers and provide it to both the IPX provider itself as well as their roaming partners to enable them to validate any modifications by this IPX provider.
Only cIPX and pIPX shall be able to modify messages between cSEPP and pSEPP. In cases of messages from cSEPP to pSEPP, the cIPX is the first intermediary, while the pIPX is the second intermediary. In cases of messages from pSEPP to cSEPP the pIPX is the first intermediary, while the cIPX is the second intermediary.

The first intermediary shall parse the encapsulated request (i.e. the clearTextEncapsulationMsg in the dataToIntegrityProtect block) and determine which changes are required. The first intermediary creates an “operations” JSON document to describe the differences between received and desired message, taking the syntax and semantic from RFC 6902 [64] (JSON patch), such that, when applying the JSON patch to the encapsulated request the result will be the desired request. If no patch is required, the operations element is NULL.
NOTE:
It is necessary to create a JWS object even if no patch is required to prevent deletion of modifications.

The first intermediary creates a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. It includes its identity and the JWE authentication tag, which associates this update by the intermediary with the JWE object created by the sending SEPP.

The modifiedDataToIntegrityProtect JSON object is input to JWS to create a JWS object. The generated JWS object is appended to the payload in the HTTP message. The message is then sent to the next hop.
The second intermediary parses the encapsulated request, applies the modifications described in the JSON patch appended by the first intermediary and determines further modifications required for obtaining the desired request. These modifications are recorded in an additional JSON patch against the JSON object resulting after application of the first intermediary's JSON patch. If no patch is required, the operations element for the second JSON patch is NULL

The second intermediary creates a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. It includes its identity and the JWE authentication tag, which associates this update by the second intermediary with the JWE object created by the sending SEPP.

The modifiedDataToIntegrityProtect JSON object is input to JWS to create a JWS object. The generated JWS object is appended to the payload in the HTTP message. The message is then sent to the receiving SEPP.
*************** End of Change 7 ****************
*************** Start of Change 8 ****************
13.2.4.6
Protecting IPX modifications using JSON Web Signature (JWS)

Protection of IPX provider modified attributes shall use JSON Web Signature (JWS) as specified in IETF RFC 7515 [45]. The mechanism described in this clause uses signatures, i.e. asymmetric methods, with private/public key pairs.

When an IPX node modifies one or more attributes of the original HTTP message and creates a modifiedDataToIntegrityProtect to record its modifications, it shall use JWS to integrity protect the modifiedDataToIntegrityProtect object. 

The private key of the IPX provider shall be used as input to JWS for generating the signature representing the contents of the patchRequest.
The "alg" parameter in the JOSE header indicates the chosen signature algorithm. The 3GPP profile for supported algorithms is described in clause 13.2.4.9.
The Flattened JWS JSON Serialization syntax shall be used to represent JWS as a JSON object.

*************** End of Change 8 ****************
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