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1. Overall Description:
SA3 has studied integrity protection and replay protection for EDT UP solution as mentioned in previous LS S3-182605.

When the UE initiates the process to send uplink small data, the UE computes a HASHUE-data value over uplink PDCP data PDU, which includes both ciphered uplink small data and uplink PDCP SN, then the UE computes shortResumeMAC-I according to the HASHUE-data value in addition to other current inputs, e.g. PCI, C-RNTI, target cell-ID. The UE sends RRCResumeRequest message with shortResumeMAC-I and uplink PDCP data PDU to the target eNB. The target eNB computes a HASHeNB-data value over received uplink PDCP data PDU, and sends the HASHeNB-data value in Retrieve UE Context Request message to the source eNB. The source eNB verifies the shortResumeMAC-I using the received HASHeNB-data value and other parameters in a similar way as the UE.

Thus, the successful verification of the shortResumeMAC-I validates that the uplink small data has been integrity protected and MSG3 is replay protected by the uplink PDCP SN. 

[bookmark: _GoBack]The details of the approved procedure can be found in the attached agreed CR S3-183411. In order to ensure better replay protection for the small data, SA3 recommends increasing the size of the PDCP SN in EDT to, e.g., 18 bits.

SA3 kindly requests RAN2 and RAN3 to adopt the agreed CR details into their respective specifications.

2. Actions:
To RAN2 and RAN3 group.
ACTION: SA3 kindly requests RAN2 and RAN3 to take the above details in consideration while finalizing RAN2/RAN3 specifications for small data transmission during EDT.

3. Date of Next TSG-SA WG3 Meetings:
SA3#94	                28 Jan. – 1 Feb. 2019			Kochi, India
SA3#95	                6-10 May 2019			TBD

