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8.3 Study on Supporting 256-bit Algorithms for 5G (FS_256-Algorithms) (Rel-16)
1
Decision/action requested

Add requirements on symmetric algorithms and conclusion of the TR.
2
References

3
Rationale

This contribution proposes a draft conclusion for 3GPP TR 33.841: "Study on supporting 256-bit algorithms for 5G ".
4
Detailed proposal

*************** Start of Change 1 ****************
15
Conclusions

The 5G System should support 256-bit algorithms based on the following considerations:
· Quantum computing will pose a significant impact on symmetric algorithms. It is necessary to use 256-bit algorithms to achieve the same security capability as the 128-bit algorithm.
Note: with the use of Grover’s algorithm, the N-bit key for a symmetric cipher would be recovered with an asymptotic complexity of O(2N/2) operations.
· 256-bit algorithms have been adopted as an option for the IPsec standard and TLS standards by IETF. The 5G air interface shall also support 256-bit algorithms to ensure the entire network has the same level of security.
· Some vertical industries(e.g. power, railway etc.) may require a high level of security
The 5G System shall support for optional to use 256-bit algorithms in Rel-16 in order to reduce future upgrade costs and to avoid backward incompatibility. The evaluation and implementation of 256-bit algorithms takes time, so it is proposed that 3GPP shall start the standardization of 256 algorithms as soon as possible.
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