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1
Decision/action requested

Approval of addition of symmetric key distribution mechanisms for Rel-16 of TS 33.180.
2
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3
Rationale

· MIKEY [2] is a key management scheme that offers a lot of flexibility, through its ability to carry many types of payloads, corresponding to a large variety of cryptographic protocols.
· Key management in TS 33.180[1] is based on MIKEY, but only MIKEY-SAKKE [3] is supported.
· A 3GPP compliant Mission Critical Service can choose to implement additional MIKEY-based key management schemes, but these additions may not be interoperable between different vendors.
· Using only symmetric cryptography (based on block ciphers and hash functions) is a conservative approach to long-term security, because it does not rely on the assumptions needed for asymmetric cryptography (intractability of some mathematical problems).
· Using only symmetric cryptography can also be a power-efficient approach for low energy devices. 
This proposal recommends that future versions of TS 33.180 (e.g. Rel-16) describe a standard MIKEY-KEMAC specification for key distribution in mission critical services, to allow interoperability when symmetric cryptography is the preferred technology. KEMAC is defined in RFC 3830 (MIKEY) and will only need small adjustments to be applicable to Mission Critical Service.
The intent is not to replace MIKEY-SAKKE with MIKEY-KEMAC, because using MIKEY-SAKKE has many advantages over MIKEY-KEMAC: the choice will depend on the KMS.
4
Detailed proposal

4.1
Overview

Here is a summary of the key distribution mechanism when MIKEY-SAKKE is used, in the simple setup where only one KMS is used: 

· The KMS holds a master key.
· Each MCX entity receives regularly from the KMS a secret key associated to its identity and a validity period. This secret key is computed using the KMS master key and is mathematically related to the public key of the MCX entity.
· When initiating a secure communication, the initiating MCX entity generates a random encryption key and for each receiving MCX entity encapsulates this key in a MIKEY-SAKKE message encrypted using the public key of the receiving MCX entity. This MIKE-SAKKE message is sent to the receiving MCX entity. 

· For private communications, the initiating MCX entity is the initiating UE and the receiving MCX entity is the terminating UE. The encryption key is named PCK.
· For group communications, the initiating MCX entity is the GMS and the receiving MCX entities are the members of the group. The encryption key is named GMK.
Here is a summary of the key distribution mechanism when MIKEY-KEMAC is used, in the same simple setup: 

· The KMS holds a master key.
· Each MCX entity receives regularly from the KMS a secret key associated to its identity and a validity period.
· When initiating a secure communication, the initiating MCX entity generates a random encryption key and for each receiving MCX entity encapsulates this key in a MIKEY-KEMAC message sent to the KMS. The KMS answers with a MIKEY-KEMAC message encapsulating the same key and destined to the receiving MCX entity. The initiation MCX entity sends this second MIKEY-KEMAC message to the receiving MCX entity.

· For private communications, the initiating MCX entity is the initiating UE and the receiving MCX entity is the terminating UE. The encryption key is named PCK.

· For group communications, the initiating MCX entity is the GMS and the receiving MCX entities are the members of the group. The encryption key is named GMK.

The mechanism based on MIKEY-KEMAC is designed to be very similar to the mechanism based on MIKEY-SAKKE. The main differences are:
· When using MIKEY-KEMAC, there is an additional latency when establishing a secure communication, because the KMS is involved. Note that the involvement of the KMS is necessary to have mutual authentication of MCX entities.
· For group communications, the impact of this latency should be negligible, because it happens only when the group is created.
· For private communications, the impact of this latency should be visible. One solution could be to generate and share the key material in advance, e.g. based on heuristics predicting which UE are likely to have private communications together. For example, when a communication group is defined, the system may propose to pre-share private communication keys for each pair of members in this group. 
· In the MIKEY-SAKKE setting, the KMS needs to be online only when sending  new secret keys to the MCX entities; in the MIKEY-KEMAC setting, the KMS needs to stay online.

· In the MIKEY-SAKKE setting, the master key of the KMS is mandatory to compute the secret keys of the MCX entities. In the MIKEY-KEMAC setting this master key is used to derive the secret keys of the MCX entities, but these secret keys could be random and stored in a table.

· When using MIKEY-KEMAC, the secret key of a MCX entity is used to secure the MIKEY-KEMAC messages exchanged with the KMS. When using MIKEY-SAKKE, the secret key of the MCX entity is used to decrypt the MIKEY-SAKKE messages received by this entity and to authenticate the MIKEY-SAKKE messages sent by this entity.

4.2
Modifications to TS 33.180 to be made

Here is a first analysis of the impact of the addition of MIKEY-KEMAC to TS 33.180.

· Clause 5.2.1 does not need to be changed. 

· Clause 5.2.2 needs to be changed. Most of its content (starting with the sentence “This payload is a MIKEY-SAKKE I_MESSAGE …”) will move in clause 5.2.2.1 named “Common key distribution using MIKEY-SAKKE” and a clause 5.2.2.2 named “Common key distribution using MIKEY-KEMAC” will be added. 

· Clause 5.2.3 needs only the Figures 5.2.3-2 and 5.2.3-3 to be changed: instead of showing a MIKEY-SAKKE message, they should show a MIKEY message.
· Clause 5.2.4 needs only the Figures 5.2.4-1and 5.2.4-2 to be changed: instead of showing a MIKEY-SAKKE message, they should show a MIKEY message.
· Clause 5.2.5 is specific to MIKEY-SAKKE. In the context of MIKEY-KEMAC, the same effect can be achieved by including the initiating MCX entity in the list of receiving MCX entities.

· Clause 5.2.6 needs only the Figures 5.2.6-1and 5.2.6-2 to be changed: instead of showing a MIKEY-SAKKE message, they should show a MIKEY message.

· Clause 5.7.1 should indicate that the SAKKE-to-self extension is specific to MIKEY-SAKKE.
· Clause 7.2.2 needs to be changed. The procedure of Figure 7.2.2-1 should include a step between step 0 and step 1, used only with MIKEY-KEMAC. This additional step is an exchange of MIKEY-KEMAC with the KMS. The procudre of Figure 7.2.2-2 should also include an additional step; this additional step involves both the KMS of the primary domain and the KMS of the partner domain.

· Clause 7.2.3 is specific to MIKEY-SAKKE. When using MIKEY-KEMAC, the KMS needs to be online to guarantee the identity of the two MC UEs.

· Clauses 7.3, 7.4 and 7.5 don’t need to be changed.

· Annex E should be extended to add the specification of MIKEY-KEMAC messages to be used. One possibility is to add another normative annex for MIKEY-KEMAC and rename Annex E “MIKEY-SAKKE message formats for media security”. But many elements are common, and it may be more efficient to update annex E to separate common definitions from the one that are specific to MIKEY-SAKKE or MIKEY-KEMAC.

· Clause E.1.1 needs only “MIKEY-SAKKE” to be replaced by “MIKEY”.

· In Clause E.1.2 the only differences between MIKEY-SAKKE and MIKEY-KEMAC are

· the last payloads (SAKKE and SIGN for MIKEY-SAKKE; KEMAC for MIKEY-KEMAC)

· the data type in the MIKEY HDR

· the fact that there is no SAKKE-to-self payload with MIKEY-KEMAC
· Clause E.1.3 needs no change

· Clause E.2 needs no change

· Clause E.3.1 needs to be changed. The last three paragraphs are specific to MIKEY-SAKKE. When MIKEY-KEMAC is used, the PCK is encapsulated in the KEMAC payload.

· Clauses E.3.2 and E.3.3 need no change

· Clause E.4 needs the same changes as clause E.3 (namely, the last paragraphs of E.4.1)

· Clause E.5 is specific to MIKEY-SAKKE

· Clause E.6 needs only cosmetic changes (replace MIKEY-SAKKE with MIKEY in clause E.6.3)

· Clause E.7 needs only cosmetic changes (replace MIKEY-SAKKE with MIKEY)

· Clause F.2.1 needs small changes. It should be renamed to “Generation of MIKEY UID”. The fixed string P0 should be “MIKEY-KEMAC-UID” when MIKEY-KEMAC is used. Note that the MIKEY-KEMAC UID is needed only when using the identity-hiding mechanism described in clauses 5.2.6 and E.7.
