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Attachments:
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Overall Description:

3GPP SA3 thanks ITU-T Study Group 17 (SG17) for your Liaison Statement on work item X.5Gsec-q and for the information on the progress of the draft recommendation.
As indicated in our previous Liaison Statement (S3-182531) SA3 is currently working on a Study Item: TR 33.841 ‘Study on supporting 256-bit algorithms for 5G’.  This Study Item is approaching completion and appears to overlap with the scope of X.5Gsec-q in a number of areas.  In particular, section 9 of X.5Gsec-q (Security assessment on 5G systems when commercial quantum computers are available) is covered in some detail in Sections 4 and 6 of TR 33.841.  
SA3 has also drawn the conclusion that it would be premature to investigate the addition of new quantum-safe algorithms to the 5G system at this stage, as currently no such algorithms are universally recommended.  The view of SA3 is that it is prudent to wait until NIST have progressed further in their post-quantum cryptography project before investigating the application of quantum safe algorithms to the 5G system.

Given SA3’s role as the 3GPP WG responsible for security and privacy in 5G, SA3 is keen that there not be overlapping standardisation efforts in this area.  SG17 is kindly invited to review the current draft TR and to provide comments.
2. Actions:

To ITU-T SG17
ACTION: 
3GPP SA3 kindly requests ITU-T SG17 to review the draft TR 33.841, to provide comments and to take this document into account in the ongoing work on work item X.5Gsec-q.
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