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1. Overall Description:

SA3 would like to provide the following additional response to the SA4 LS on CAPIF4xMB (S4-180624, forwarded by SA6):
[SA4] SA4 assumes that part of the xMB interface is already CAPIF-1e (the Authorization/Authentication) compliant, and the remaining part is already CAPIF-2 compliant. Does SA6 confirm this assumption?

SA3 Response: SA3 completed the Rel-15 WI on security aspects of CAPIF in June and it is specified in TS 33.122. In Rel-15, the CAPIF security methods support TLS, whereas for xMB additionally DTLS is supported. SA3 would like to point out that, the ‘Method 2- Using PKI’ specified in TS 33.122 clause 6.5.2.2 is in-line with the authentication/authorization mechanism defined for xMB, when TLS is used. 
[SA4] Regarding the Authorization/Authentication function (in the CAPIF core, but that the API provider needs to validate), SA3 had recommended that xMB uses Digest authorization for user authorization. What is the method used for CAPIF? Is it Digest authorization also or is it token-based? Does SA6 plan to use OAuth2? Since the xMB aims at becoming CAPIF compliant, SA4 would like to reuse CAPIF security, but it is not defined yet, neither in TS 23.222 nor in TS 29.222.

SA3 Response: In CAPIF, while authorization of the API Invoker is supported, there is no recommendation for authorization of the user. TS 33.122 specifies two methods for API invoker authorization: access token based on OAuth 2.0 and API Exposing Function authorization of the API Invoker with the support of CAPIF core function, as specified in TS 23.222. 
2. Actions:

To 3GPP TSG SA WG4
ACTION: SA3 requests SA4 to take the above into consideration to make xMB CAPIF compliant.
3. Date of Next SA3 Meetings:

SA3#92Bis                  24-28 September 2018              Harbin, China

SA3#93                       12-16 November 2018               Spokane, USA
